May 19, 1999

To the ICANN Board

AT&T has a long standing involvement in supporting the transition of the governance of the Internet to a private sector environment. We led in the creation of open public forums discussing approaches for this transition, and participated in the Green Paper and White Paper processes provided by the U.S. Government, and we continue to support this transition as the ICANN Board moves forward in its role, and in the creation of the constituencies and supporting organizations.  AT&T strongly supports the need for a careful and thoughtful transition period as the agreements for governance decisions are developed.

AT&T is the world’s premier voice and data communications company, serving more than 80 million customers, including consumers, businesses and governments. AT&T provides services to consumers and businesses – both large and small—in countries and territories around the world.  AT&T’s businesses are backed by the research and development capabilities of AT&T Labs, which is working to create the information services and communications networks of tomorrow.  AT&T is a significant creator of intellectual property, and a significant owner of trademarks and service marks, which are recognized around the world, and which consumers and businesses alike count on to find each other, and the services they trust.  Our brand is recognized around the world, and trusted by consumers from all walks of life and financial status to provide reliable and trustworthy services.  

AT&T is  an infrastructure provider to the Internet – helping to build the communications infrastructure; we are a creator of services which rely on this infrastructure, and increasingly, a creator of intellectual value  and content.  As we provide these services, we are encountering serious problems in the misuse, and dilution of our trademarks, which creates problems for us, and serious concerns for the millions of consumers we serve.  These problems range from dilution and infringement of our famous marks, to using dilutive forms of our trademarks to engage in sites which are engaged in consumer fraud.  

We were actively engaged, along with other stakeholders from around the world, in participating in the WIPO public comment process which has led to the publication of the final report now being considered by ICANN.  This process has been an open, and public process, including comments and participation from a wide variety of parties, from across the world, and from a wide variety of perspectives.  The WIPO Experts Group itself represented a  diverse and varied set of views.

AT&T has participated in the public process conducted by WIPO, and we are generally supportive of the Final report as issued.  We strongly urge ICANN to consider the recommendations seriously, and to move ahead with adoption of  the WIPO recommendations.  Although some who define themselves as the “Internet community” have stated a lack of support for the report, it is our experience, as we build WEB sites, and provide consulting services to small and large businesses who are bringing new products and services to consumers via the Internet, and provide the intermediary role of an ISP to well over a million consumers, that   the Internet community actually includes a broader set of stakeholders than it did only a few years ago. 

Changing Nature of the Internet: The Internet has become a commercial communications medium which millions of individuals and businesses depend upon for personal and commercial transactions which affect their daily lives and economic capabilities.  It is increasingly global in its reach, its potential is well understood, and it is valued by individual consumers, not for profit organizations, and businesses of all sizes, as well as governments for the communications services it supports.   It continues to be, as well, a medium where individuals have a unique capability of creating and distributing content, person to person communications, and person to group communications. As such, it clearly has unique characteristics, and yet, it must begin to assume some certainty and predictability for electronic commerce and electronic transactions to meet the expectations of the millions of consumers who are moving to the “Net”, and the thousands of businesses and entrepreneurs who are beginning to rely on its stability, predictability, affordability, and accountability. 

Overall recommendation: We urge the ICANN board to accept the recommendations of the World Intellectual Property Organization (WIPO) Final Report on intellectual property issues arising out of the registration of domain names. 

AT&T helped to found the  Private Sector Working Group (“PSWG”); we are active participants in a number of business and trademark oriented working groups, including the ICC Working Group on Domains. We have  been actively involved since the beginning of this process in seeking solutions to the problems of Internet infringement and consumer confusion on the Internet, and addressing the issues of security, and stability.

Accordingly, we would strongly urge ICANN to carefully consider the recommendations of WIPO and its Panel of Experts and to adopt the WIPO recommendations. 

In general, we believe that the Final Report is both balanced, and reflective of all of the perspectives of Internet Stakeholders. 

Of critical interest to all consumers and trademark holders, the  Report supports the 

concept that contact information for domain name registrants be accurate and available in real time so that trademark owners can investigate potential infringements and promptly enforce their rights, or deal with the serious problems when consumer fraud occurs. 

· Recommendation:  WIPO’s report endorses  (1) public access to contact information; (2) accurate and complete (and authentic)  details (with breach of the agreement for noncompliance); and (3) prepayment of registration fees. We believe these are baseline criteria, and must be fully supported and adopted by ICANN. 

· Recommendation: Further, we urge that   ICANN not adopt any procedure allowing anonymous domain name registration without extensive further study, as suggested by WIPO.  The call for anonymity in the commercial name space is an unreasoned and unreasonable expectation, and we believe that when it is fully discussed, most Internet users will agree that anonymity for commercial and others who hold themselves out to engage in public discourse does not serve consumers’ interests.  Further, we believe that before agreeing to  anonymity in future non-commercial name space, extensive dialogue and examination of the consequences to consumers, and intellectual property owners must be fully understood and weighed. 

· We are not seeking to disadvantage those individuals who have legitimate need to remain anonymous, and recommend that ISPs continue to provide such services. 

In the physical space of doing business and communicating to the public, consumers expect businesses to be who they say they are. If a commercial or even a non profit organization used false information, or misled the public about who they were, consumers and legitimate authorities would be outraged.  And consumers who suffered harm from those they interacted with, would have no recourse. While that may not be the intent of those who call for anonymity in domain names, that will be an unintended and serious consequence.  

We are not yet convinced that a non commercial space is needed. ISPs, of which there are thousands, ranging from small to mid size, located around the world, provide the anonymous space required and called for by those who think that anonymity is essential on the Internet. We support the role of ISPs in providing this anonymity to their customers who need, or desire this capability.   The WIPO report calls for further dialogue to understand whether unique space, beyond what is provided by ISPs, is indicated, and if so, what the rules and agreements regarding anonymity should be, and how the interests of trademark holders would be addressed.  

· Recommendation: We agree that a further dialogue is needed to understand these issues and circumstances, and we suggest that credible, and well respected NGO type resources could be recruited by WIPO and ICANN to convene this dialogue.  The definition of “non commercial” space must be carefully, and thoroughly considered and the full implications understood. 

· Recommendation: 

The Report recommends that registrants be required to submit to online 

administrative procedure with respect to all instances of cyber-piracy.  We support 

this recommendation, and also support the continued option to rely on judicial 

proceedings. 

· WIPO’s Report suggests administrative procedures to deal with the most egregious infringements through centralized dispute resolution proceeding. The online administrative procedure is limited to cases of abusive domain name registrations, such as cybersquatting.  The definition in the WIPO Report ensures that only egregious infringers will be subject to the procedure and provides a real alternative to lengthy and expensive judicial proceedings.   While we might like to see these procedures extended to additional areas, in the interest of compromise, we are agreeing to an initial narrow applicability. 

· Recommendation:
AT&T supports uniform procedures across all open gTLDs and as a famous brand 

holder, with presence in over 100 countries, we suggest that  it apply to ccTLDs as 

well

· These new procedures must also build up a body of consistent precedent.  Clearly, WIPO has  expertise in this area, and AT&T urges ICANN to support WIPO as the leading dispute resolution center available to the public by all registrars for resolving such dispute, at least for an initial period of time.  While we support the concept of competition in dispute resolution facilities, our support is based on an assumption that they adhere to the criteria recommended in the WIPO Report.  For instance, dispute resolution facilities should be 1) international 2) have long-standing experience and trust in resolving intellectual property disputes.  Certainly, the ICC is another example of an entity that meets the criteria for providing such services 

The protection of famous marks is a priority to AT&T.    We support the exclusionary mechanism and the factors suggested by WIPO for defining famous marks.  Our previous filings with the USG White Paper, and the ICANN process document the egregious nature of the problems which we have and are encountering as others seek to misuse, or trade on our good name and trademarks.  

· Recommendation: We support the conclusion that new gTLDs should only be added in a slow and controlled manner after further consideration, and  if all of WIPO's recommendations as proposed are adopted.  The introduction of an initial, very small set of new gTLDs should then be studied to see if infringements are increasing and whether the WIPO mechanisms are working to protect intellectual property rights and reduce the likelihood of consumer confusion.

· We are and remain interested in a mechanism which prevents conflicts with famous and well known marks.  WIPO's recommendations provide for an exclusionary mechanism whereby famous marks cannot be registered by third parties in new gTLDs.  In our experience, famous marks are the target of cyber pirates, and cyber squatters.  We only support the introduction of new gTLDS after an extensive study  process. However, we also urge WIPO to undertake the development of a searchable database where famous and well known marks could be registered.  Most domain name registrants are interested in finding names which they can use, without infringement and without challenge.  Such a database would help to prevent conflicts. 

· WIPO has, in our opinion, attempted to provide balanced and well informed recommendations.  We understand that ICANN’s Board and staff are receiving criticisms of the WIPO recommendations.  We urge ICANN to consider that criticism of the WIPO Report comes from a limited number of vocal stakeholders in the Internet community who find the growth of the Internet into a medium which consumers and businesses alike count on as a critical infrastructure disconcerting.  Some users have treasured a vision of the Internet as non-commercial only, and are yet to be convinced that there is value in the role of the Internet as a global commercial vehicle for commerce and communication, as well as for non-commercial communications. Consistent with Internet tradition, they are very vocal in expressing their disagreement; regrettably, what seems to be missing is a spirit of seeking to understand the interests of others, as well as seeking to fully understand the Internet’s dynamic nature of change and growth.  Regrettably, perhaps, some stakeholders will never be pleased by any recommendations that come from commercial interests or that recognize or protect intellectual property rights.  

Summary: The Internet has come a long way from its beginnings… and while it initially started as a non commercial entity, we must recognize and embrace that this medium  has evolved, rather quickly, into a critical infrastructure, used for commercial and non commercial purposes.  ICANN has a significant challenge: to acknowledge and balance these two  realities. As such, recognition and protection of intellectual property rights, and the interests of those who are building and supporting the Internet as legitimate stakeholders are critical. We recommend that ICANN support the WIPO recommendations and establish a continuing role for WIPO as a key advisor to the ICANN board.  

AT&T has over 70 million consumers, and 10 million business customers.   Few of these users of the Internet seek to spend their daily lives in making decisions about how the Internet works, or who makes decisions.  It is time to declare the Internet a success: millions count on it, and millions use it.  It must have rules of operation, protection of trademarks, accountability, and most of all, reliability. We believe that the trust that consumers have in famous marks must extend from the physical world to the online world.  when they “click on” a mark that they recognize and trust, they find the service they expected.  This reliability is a key component to the success of the Internet. WIPO’s recommendations are a critical step forward to that reliability and trust in the medium. We urge ICANN to move ahead with accepting the WIPO recommendations. 
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