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September 17, 2009

Dear Mr. Jeffrey,

I am writing to you in light of the recent conclusion of the ICANN public
consultation process on the WIPO eUDRP proposal. It is positive indeed to see
that the proposal has received such strong support across a broad spectrum of
stakeholders in the Domain Name System. Favorable comments have come for
example from among UDRP users and providers, the ICANN constituency
community, registries and registrars, and international associations such as the
International Trademark Association (INTA), and the Internet Commerce
Association. In view of this expressed support for the proposal, and very much
in a collaborative spirit intended to facilitate timely consideration through an
appropriate process, WIPO is also taking the occasion to share with ICANN a
package of documents (as listed in the attached Index, and also discussed
further below) which we hope may assist in this regard.

The WIPO Arbitration and Mediation Center has examined all of the
submitted and publicly posted comments on the eUDRP proposal and wishes to
extend its appreciation not only to ICANN for enabling the consultation
process, but also to all of those who have invested their time and considered
contributions to it. We have noted that although the overwhelming majority of
commentators have backed the proposal unreservedly, there have been some
who have done so on a principled basis subject to certain matters being
addressed. There have also been a small number who appear to have
reservations regarding the proposal possibly in light of a (mistaken) belief that
the proposal may rely solely on email notification. That is of course not the
case.

Mr. John Jeffrey

General Counsel, ICANN

4676 Admiralty Way, Suite 330
Marina del Rey, CA 90292-6601
United States of America

By courier and email: jeffrey@icann.org

34, Chemin des Colombettes, 1211 GENEVE 20 (SUISSE) . (41-22) 338 8247 Fax (41-22) 740 3700
e-mail: arbiter.mail@wipo.int website: http://arbiter.wipo.int



Mr. John Jeffrey, Marina del Rey - September 17, 2009

As you know from our letter to you of December 30, 2008 (attached for
ease of reference), at the core of the WIPO proposal is the concept of written
notice, which requires a UDRP service provider to send hardcopy notification
of the commencement of a UDRP proceeding (as distinct from the actual
complaint itself) to the relevant post and facsimile contact information of the
respondent.’ The proposal further requires that the complete complaint
including any annexes be notified to the respondent by email to all of its
available and/or preferred email addresses.

In any event, with these considerations in mind, WIPO has carefully
reviewed its proposal as set out in our letter of December 30, 2008 including the
specifically proposed targeted UDRP Rules amendments attached thereto, and
we have made a small number of further proposed revisions to the UDRP Rules
in light of comments received. The proposed revisions to the UDRP Rules
(both those as proposed in December and presently in light of the consultation)
are explained in detail in the attached Explanatory Memorandum, and with the
later proposed version also set out in the attached ‘redline’ version of the UDRP
Rules (revised version 2.0). The further amendments included in this revised
version of the Rules do not affect the essence of the proposal as set out in our
original letter of December 30, 2008, and are being included here principally in
a spirit of refinement, clarification and constructive engagement with those in
the community who have taken the time to contribute on this important issue.

For illustrative purposes, we have attached a complementary ‘redline’
version of the WIPO Supplemental Rules which we would presently envisage
moving forward with, as far as the topic of the present initiative is concerned, in
the event that the WIPO eUDRP proposal and proposed UDRP Rules changes
were to be adopted by the ICANN Board and promulgated on a uniform basis.

In addition to the observed 96% of cases in which WIPO has not received any bounce-
back on Whols-listed, registrar-confirmed complaint notifications sent by email, it has
also been observed that facsimile is a largely ineffective and superfluous tool for
notification purposes. WIPO has observed that in 2008 — 2009 cases, for example,
facsimile notifications (as evidenced by the relevant facsimile transmission records)
appeared to have proved to be successful in no more than 11% of cases, and of these, all
appeared to have also included a successful email notification. In this light, the
requirement in the proposal for written notice to be sent by facsimile is still included
largely in a spirit of abundance of caution, and in addition to the physical written notice,
in order to address possible concerns held by an apparently small minority as to the
efficacy of email in all cases.



Mr. John Jeffrey, Marina del Rey - September 17, 2009

As you know, the underlying case and rationale for our proposal was
articulated in detail in our letter to you of December 30, 2008, which was
publicly posted on the Center’s and ICANN’s website, and such case and
rationale has not changed. In addition to the ICANN consultation process, the
feedback that we have received at WIPO on the proposal from trademark
owners, panelists, and users of our services and their filing counsel (both from a
complainant and a respondent perspective) has been overwhelmingly positive.
The most consistent comment that we have heard on the issue could be
summarized as: ‘the sooner the better.’

From WIPQ’s perspective, as you are aware we very much believe in a
considered approach, and in our view the time is ripe indeed to take this
proposal forward. Indeed, it is heartening to observe that among the comments
submitted in the consultation process were a number calling for an approval
process proportionate to the essentially procedural and highly targeted nature of
the UDRP Rules amendments proposed by WIPO, and as you know, it is the
preference and expectation of many that such changes be implemented on a
timely and uniform basis at the level of the Rules. Such an approach also holds
out the prospect of promoting additional consistency, predictability, and
genuine provider competition on the basis of a level playing field within the
parameters of the UDRP framework.

We very much hope that ICANN will find the WIPO eUDRP proposal,
including our suggested ‘redline’ revisions to the UDRP Rules (revised version
2.0) to be reasonable, and that the latter is also found by ICANN to be
appropriately responsive to pertinent comments and reactions received from the
community during the ICANN consultation process.

We trust that ICANN will give the matter due consideration, with
appropriate regard to the evident support across the community for rapid

introduction of this timely and fundamentally uncontroversial procedural reform
which WIPO first proposed in December of 2008.

Naturally, WIPO stands ready to provide any further information and
assistance. We anticipate posting a copy of the present letter on our website.

With best regards,
-"'--
Erik Wilbers

Director
WIPO Arbitration and Mediation Center
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Index of Documents Provided by WIPO to ICANN to Assist Consideration of
the WIPO eUDRP Proposal (September 17, 2009)

No. Document

1. Explanatory Memorandum — Proposed Procedural Amendment to the
UDRP Rules to Remove the Requirement for Paper Pleadings

2. Proposed Amendments to the Rules for Uniform Domain Name
Dispute Resolution Policy

3. Envisaged Amendments to the WIPO Supplemental Rules for
Uniform Domain Name Dispute Resolution Policy (if WIPO eUDRP
proposal were to be adopted by ICANN)

4. Letter of December 30, 2008 on WIPO eUDRP Initiative
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Explanatory Memorandum — WIPO Proposed Procedural Amendment to
the UDRP Rules to Remove the Requirement for Paper Pleadings
(September 17, 2009)

The purpose of the accompanying set of targeted amendments to the Rules
for Uniform Domain Name Dispute Resolution Policy (UDRP Rules) is to
remove the requirement for paper pleadings from the UDRP process, while also
preserving a “safety-valve” requirement for Written Notice to respondents. The
detailed case for the WIPO proposal is set out in a letter to [CANN of
December 30, 2008. Under the proposal, respondents would receive a complete
copy of the complaint including any annexes in electronic form on formal
notification of the complaint and commencement of administrative proceedings
by the Provider. Respondent would also receive Written Notice in hardcopy of
the filing of a Complaint and Commencement of Administrative Proceedings
under the UDRP, such notice being sent by the Provider both to the postal
address and to any facsimile number of the Respondent.

Both parties to a UDRP proceeding would be freed from the existing
obligation under the Rules to file and ship (both to the Provider and to each
other) hardcopies of the complaint and response. Rather, both would be entitled
to file and to receive complete copies electronically. Providers would no longer
be required to send hardcopy complaints on formal notification, but would be
required to send Written Notice to respondents to applicable postal addresses
and by facsimile, as well as forwarding the Respondent a complete copy of the
complaint by email.

After informal consultation, [CANN on July 13, 2009 posted the WIPO
eUDRP proposal for a 30-day public comment period until August 12, 2009.
Comments submitted showed clear support overall. Some submitted comments
also contained suggestions for refinement to the eUDRP proposal, which have
been taken into consideration by WIPO.

/. The revised set of ‘redline’ UDRP Rules attached to this Explanatory
Memorandum represent WIPO’s considered view of an appropriate set of
targeted drafting changes to give effect to the eUDRP proposal. Further

/. attached for illustrative purposes is a revised set of the WIPO Supplemental
Rules, which WIPO presently would envisage adopting, as far as the topic of
the present initiative is concerned, in the event of the described amendments to
the UDRP Rules being approved by ICANN.
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Explanatory Memorandum — WIPO Proposed Procedural Amendment to the
UDRP Rules to Remove the Requirement for Paper Pleadings
(September 17, 2009)

Set out below is an explanation by relevant paragraph number of the
WIPO-proposed amendment to the UDRP Rules.

Rules Paragraph 1

The definition of Supplemental Rules has been amended to clarify that
matters such as file size and format modalities may appropriately be addressed
through Provider Supplemental Rules. Provider guidance on such technical
modalities is expected by WIPO to be a practical necessity in the context of an
electronic-only filing model to ensure that the technical aspects of the system,
including the notification process, operate predictably. Although some
comments called for a minimization of Provider discretion at the level of the
Supplemental Rules, it is neither desirable nor practicable to seek to address
such technical matters at the level of the UDRP Rules. A degree of Provider
flexibility at the operational level is necessary in order to take account of
technological developments in areas such as format type and file compression.
Such flexibility is already implicit in the existing definition of Supplemental
Rules.

A definition of Written Notice has been added to clarify that the Provider’s
responsibility on notification includes sending written notification of the
commencement of a UDRP proceeding to the respondent by post (and
facsimile). This is intended to more directly address comments made in some
submissions that appeared to point to the possibility of domain name registrants
having defective or inaccurate email addresses, or using a spam filter. Such
possibilities were addressed in the original WIPO eUDRP proposal through the
(then as such undefined) concept of written notice as explained in the WIPO
letter of December 30, 2008, and the operation of that concept with the
communication provisions described in paragraph 2 of the Rules. The included
definition of Written Notice simply clarifies the Provider’s obligation in this
regard.

Rules Paragraph 2

Paragraph 2(a) has been amended such that the Provider would be required
to forward a copy of the complaint including any annexes to the Respondent in
electronic form only. This in effect requires the Provider to forward a complete
copy of the complaint to the Respondent electronically. The addition of the
words “including any annexes” in paragraph 2(a)(iii), and in subsequent



Explanatory Memorandum — WIPO Proposed Procedural Amendment to the
UDRP Rules to Remove the Requirement for Paper Pleadings
(September 17, 2009)

paragraphs, is intended to highlight that the relevant copy of the pleadings
would need to be sent to the recipient electronically in complete electronic
form. As noted, although the Provider would not be required to forward a
hardcopy of the complaint to the respondent by post or facsimile, the Provider
would be required to forward Written Notice of same to the Respondent by
these methods.

Paragraph 2(b) covers case-related communications except for the
forwarding of the complaint electronically and the sending of Written Notice by
the Provider. It has been amended such that any written communication shall
be made electronically via the Internet, or by any reasonably requested
preferred means stated by the Complainant or Respondent respectively. This
reflects the current reality that, after notification of the complaint,
communications in UDRP cases tend invariably to occur by email. For
example, as stated by WIPO in its letter to [CANN of December 30, 2008,
WIPO is presently observing the receipt of electronic communications from
both complainants and respondents in all defended cases. To take account of
the possibility that there may be a case in which this may be, for example,
temporarily impracticable, a safety valve has been retained by which a party
may reasonably nominate an alternate means of communication. It is not
expected that this option would be frequently utilized, if ever. The proposed
deletion of the second sentence in paragraph 2(d) is intended to take account of
the current reality that the use of “plaintext” in case-related emails is today less
common, and that most such emails would appear to comprise or incorporate at
least some elements of formatted text, even if plaintext may be practicable.

The order of paragraph 2(f) has been modified to indicate that the primary
form of communication under the proposed changes is envisaged to be via the
Internet.

Paragraph 2(i) has been modified to emphasize that this paragraph would
cover, inter alia, retention by the Provider of relevant records of Written Notice

sent to the Respondent, whether by post or facsimile.

Rules Paragraph 3

Paragraph 3(b) has been modified to emphasize that the Complaint,
including any annexes, shall be submitted to the Provider in complete form. In
paragraph 3(b)(ii1), after the phrase “material including hard copy”, the words

/...
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UDRP Rules to Remove the Requirement for Paper Pleadings
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“(where applicable)” have been inserted to indicate that, in many if not all
cases, hard copy materials will as noted above no longer be relevant. Paragraph
3(xii) has been amended to expressly require that the Complainant’s statement
in its complaint that it has sent or transmitted a copy of the complaint to the
Respondent, extends to also include sending a copy of any complaint annexes to
the Respondent.

In paragraph 3(b)(xiv), the requirement for a “signature” has been
modified to specify that such signature should be in electronic form.
WIPO believes that it would be implicit in any requirement that a complaint be
submitted to a provider in any electronic form (e.g., as a .PDF copy), when read
in conjunction with a requirement for a signature on the complaint, that such
“signature” would necessarily include a signature in such electronic format.
However, having regard to a submitted comment on this issue, there may be
value in clarifying expressly that the required “signature” should be in
electronic format. (WIPO believes that the practical meaning of such
requirement is clear on its face and does not additionally require express
definition in paragraph 1 of the Rules. Furthermore, given the possibility of
technological developments in this area, and also of the possibility of variations
in interpretation across differing jurisdictions, it may be preferable to refrain
from imposing specific national or regional definitions.)

Rules Paragraph 4

Paragraph 4(a) has been amended to reflect that the Provider, in notifying
the Respondent of the complaint and commencement of administrative
proceedings, will in any event send the complaint electronically to the
Respondent. The amendments also expressly require the Provider to send any
annexes thereto. (Under the current Rules, the Provider is only required to do
so where these are available). As such, respondents could immediately
commence response preparation on receipt of the full complaint via email on
notification. Written Notice shall also be sent to the Respondent by the
Provider as required under paragraph 2(a).

Rules Paragraph 5

Paragraph 5, which applies to the response, has been modified in parallel
fashion to paragraph 3, which applies to the complaint. (The practical benefits
and obligations that would accrue to parties in a UDRP proceeding as a result of
the proposed amendments would apply to complainants and respondents alike.)



WIPO provisional draft amendments to the Rules for eUDRP
(September 17, 2009) Version 2.0
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ICANN

Rules for Uniform Domain Name Dispute Resolution
Policy

Policy Adopted: August 26, 1999
Implementation Documents Approved: [October 24, 1999]

Note: These rules are now in effect. See www.icann.org/udrp/udrp-schedule.htm for
the implementation schedule.

Rules for Uniform Domain Name Dispute Resolution
Policy
(As Approved by ICANN on [October 24, 1999])

Administrative proceedings for the resolution of disputes under the Uniform Dispute
Resolution Policy adopted by ICANN shall be governed by these Rules and also the
Supplemental Rules of the Provider administering the proceedings, as posted on its web
site.
1. Definitions

In these Rules:

Complainant means the party initiating a complaint concerning a domain-name
registration.

ICANN refers to the Internet Corporation for Assigned Names and Numbers.



Mutual Jurisdiction means a court jurisdiction at the location of either (a) the principal
office of the Registrar (provided the domain-name holder has submitted in its
Registration Agreement to that jurisdiction for court adjudication of disputes concerning
or arising from the use of the domain name) or (b) the domain-name holder's address as
shown for the registration of the domain name in Registrar's Whois database at the time
the complaint is submitted to the Provider.

Panel means an administrative panel appointed by a Provider to decide a complaint
concerning a domain-name registration.

Panelist means an individual appointed by a Provider to be a member of a Panel.
Party means a Complainant or a Respondent.

Policy means the Uniform Domain Name Dispute Resolution Policy that is incorporated
by reference and made a part of the Registration Agreement.

Provider means a dispute-resolution service provider approved by ICANN. A list of such
Providers appears at www.icann.org/udrp/approved-providers.htm.

Registrar means the entity with which the Respondent has registered a domain name that
is the subject of a complaint.

Registration Agreement means the agreement between a Registrar and a domain-name
holder.

Respondent means the holder of a domain-name registration against which a complaint
is initiated.

Reverse Domain Name Hijacking means using the Policy in bad faith to attempt to
deprive a registered domain-name holder of a domain name.

Supplemental Rules means the rules adopted by the Provider administering a proceeding
to supplement these Rules. Supplemental Rules shall not be inconsistent with the Policy
or these Rules and shall cover such topics as fees, word and page limits and guidelines,
file size and format modalities, the means for communicating with the Provider and the
Panel, and the form of cover sheets.

Written Notice means hardcopy notification by the Provider to the Respondent of the
commencement of an administrative proceeding under the Policy which shall inform the
respondent that a complaint has been filed against it, and which shall state that the
Provider has electronically transmitted the complaint including any annexes to the
Respondent by the means specified herein. Written notice does not include a hardcopy of
the complaint itself or of any annexes.




2. Communications

(a) When forwarding a complaint including any annexes electronically to the Respondent,
it shall be the Provider's responsibility to employ reasonably available means calculated
to achieve actual notice to Respondent. Achieving actual notice, or employing the
following measures to do so, shall discharge this responsibility:

(1) sending Written Notice of the complaint to all postal-mail and facsimile addresses (A)
shown in the domain name's registration data in Registrar's Whois database for the
registered domain-name holder, the technical contact, and the administrative contact and
(B) supplied by Registrar to the Provider for the registration's billing contact; and

(i1) sending the complaint #-eleetrenieform-<tincluding any annexes te-the-extent
avatlablednthet in electronic form3 by e-mail to:

(A) the e-mail addresses for those technical, administrative, and billing contacts;

(B) postmaster@<the contested domain name>; and

(C) if the domain name (or "www." followed by the domain name) resolves to an active
web page (other than a generic page the Provider concludes is maintained by a registrar

or ISP for parking domain-names registered by multiple domain-name holders), any e-
mail address shown or e-mail links on that web page; and

(ii1) sending the complaint including any annexes to any e-mail address the Respondent
has notified the Provider it prefers and, to the extent practicable, to all other e-mail
addresses provided to the Provider by Complainant under Paragraph 3(b)(v).

(b) Except as provided in Paragraph 2(a), any written communication to Complainant or
Respondent provided for under these Rules shall be made electronically via the Internet
(arecord of its transmission being available), or by ke any reasonably requested
preferred means stated by the Complalnant or Respondent respectlvely (see Paragraphs

(c) Any communication to the Provider or the Panel shall be made by the means and in
the manner (including where applicable number of copies) stated in the Provider's
Supplemental Rules.




(d) Commumcatlons shall be made in the language prescrlbed in Paragraph 11. E=na#t

(e) Either Party may update its contact details by notifying the Provider and the Registrar.

(f) Except as otherwise provided in these Rules, or decided by a Panel, all
communications provided for under these Rules shall be deemed to have been made:

Sl o ol spsmissien—er if via the Internet, on the date that the communication
was transmitted, provided that the date of transmission is verifiable: or, where applicable

(11) : if delivered by
telecopy or fa051m11e transmission, on the date shown on the confirmation of
transmission; or:

on the recelpt

(g) Except as otherwise provided in these Rules, all time periods calculated under these
Rules to begin when a communication is made shall begin to run on the earliest date that
the communication is deemed to have been made in accordance with Paragraph 2(f).

(h) Any communication by
(1) a Panel to any Party shall be copied to the Provider and to the other Party;
(i1) the Provider to any Party shall be copied to the other Party; and

(ii1) a Party shall be copied to the other Party, the Panel and the Provider, as the case may
be.

(1) It shall be the responsibility of the sender to retain records of the fact and
circumstances of sending, which shall be available for inspection by affected parties and
for reporting purposes. This includes the Provider in sending Written Notice to the
Respondent by post and/or facsimile under Paragraph 2(a)(i).

(§) In the event a Party sending a communication receives notification of non-delivery of
the communication, the Party shall promptly notify the Panel (or, if no Panel is yet
appointed, the Provider) of the circumstances of the notification. Further proceedings
concerning the communication and any response shall be as directed by the Panel (or the
Provider).



3. The Complaint

(a) Any person or entity may initiate an administrative proceeding by submitting a
complaint in accordance with the Policy and these Rules to any Provider approved by
ICANN. (Due to capacity constraints or for other reasons, a Provider's ability to accept
complaints may be suspended at times. In that event, the Provider shall refuse the
submission. The person or entity may submit the complaint to another Provider.)

(b) The complamt mcludmg any annexes shall be submitted in ka
; 5 electronic form and shall:

(1) Request that the complaint be submitted for decision in accordance with the Policy
and these Rules;

(i1) Provide the name, postal and e-mail addresses, and the telephone and telefax numbers
of the Complainant and of any representative authorized to act for the Complainant in the
administrative proceeding;

(ii1) Specify a preferred method for communications directed to the Complainant in the
administrative proceeding (including person to be contacted, medium, and address
information) for each of (A) electronic-only material and (B) material including hard
copy (where applicable);

(iv) Designate whether Complainant elects to have the dispute decided by a single-
member or a three-member Panel and, in the event Complainant elects a three-member
Panel, provide the names and contact details of three candidates to serve as one of the
Panelists (these candidates may be drawn from any ICANN-approved Provider's list of
panelists);

(v) Provide the name of the Respondent (domain-name holder) and all information
(including any postal and e-mail addresses and telephone and telefax numbers) known to
Complainant regarding how to contact Respondent or any representative of Respondent,
including contact information based on pre-complaint dealings, in sufficient detail to
allow the Provider to send the complaint as described in Paragraph 2(a);

(vi) Specify the domain name(s) that is/are the subject of the complaint;

(vii) Identify the Registrar(s) with whom the domain name(s) is/are registered at the time
the complaint is filed;

(viii) Specify the trademark(s) or service mark(s) on which the complaint is based and,

for each mark, describe the goods or services, if any, with which the mark is used
(Complainant may also separately describe other goods and services with which it intends,
at the time the complaint is submitted, to use the mark in the future.);



(ix) Describe, in accordance with the Policy, the grounds on which the complaint is made
including, in particular,

(1) the manner in which the domain name(s) is/are identical or confusingly similar to a
trademark or service mark in which the Complainant has rights; and

(2) why the Respondent (domain-name holder) should be considered as having no rights
or legitimate interests in respect of the domain name(s) that is/are the subject of the
complaint; and

(3) why the domain name(s) should be considered as having been registered and being
used in bad faith

(The description should, for elements (2) and (3), discuss any aspects of Paragraphs 4(b)
and 4(c) of the Policy that are applicable. The description shall comply with any word or
page limit set forth in the Provider's Supplemental Rules.);

(x) Specify, in accordance with the Policy, the remedies sought;

(x1) Identify any other legal proceedings that have been commenced or terminated in
connection with or relating to any of the domain name(s) that are the subject of the
complaint;

(xi1) State that a copy of the complaint including any annexes, together with the cover
sheet as prescribed by the Provider's Supplemental Rules, has been sent or transmitted to
the Respondent (domain-name holder), in accordance with Paragraph 2(b);

(xiii) State that Complainant will submit, with respect to any challenges to a decision in
the administrative proceeding canceling or transferring the domain name, to the
jurisdiction of the courts in at least one specified Mutual Jurisdiction;

(xiv) Conclude with the following statement followed by the signature (in any electronic
format) of the Complainant or its authorized representative:

“Complainant agrees that its claims and remedies concerning the registration of
the domain name, the dispute, or the dispute's resolution shall be solely against
the domain-name holder and waives all such claims and remedies against (a) the
dispute-resolution provider and panelists, except in the case of deliberate
wrongdoing, (b) the registrar, (c) the registry administrator, and (d) the Internet
Corporation for Assigned Names and Numbers, as well as their directors,
officers, employees, and agents.”

“Complainant certifies that the information contained in this Complaint is to the
best of Complainant's knowledge complete and accurate, that this Complaint is
not being presented for any improper purpose, such as to harass, and that the
assertions in this Complaint are warranted under these Rules and under



applicable law, as it now exists or as it may be extended by a good-faith and
reasonable argument.”; and

(xv) Annex any documentary or other evidence, including a copy of the Policy applicable
to the domain name(s) in dispute and any trademark or service mark registration upon

which the complaint relies, together with a schedule indexing such evidence.

(c) The complaint may relate to more than one domain name, provided that the domain
names are registered by the same domain-name holder.

4. Notification of Complaint

(a) The Provider shall review the complaint for administrative compliance with the Policy
and these Rules and, if in compliance, shall fersasd send the complaint including any
annexes electronically to the Respondent and shall send Written Notice of the complaint
(together with the explanatory cover sheet prescribed by the Provider's Supplemental
Rules) to the Respondent, in the manner prescribed by Paragraph 2(a), within three (3)
calendar days following receipt of the fees to be paid by the Complainant in accordance
with Paragraph 19.

(b) If the Provider finds the complaint to be administratively deficient, it shall promptly
notify the Complainant and the Respondent of the nature of the deficiencies identified.
The Complainant shall have five (5) calendar days within which to correct any such
deficiencies, after which the administrative proceeding will be deemed withdrawn
without prejudice to submission of a different complaint by Complainant.

(c) The date of commencement of the administrative proceeding shall be the date on
which the Provider completes its responsibilities under Paragraph 2(a) in connection with
sending the Ecomplaint to the Respondent.

(d) The Provider shall immediately notify the Complainant, the Respondent, the

concerned Registrar(s), and ICANN of the date of commencement of the administrative
proceeding.

5. The Response

(a) Within twenty (20) days of the date of commencement of the administrative
proceeding the Respondent shall submit a response to the Provider.

(b) The response mcludmg any annexes shall be submitted in hasd
= annexes) clectronic form and shall:

(1) Respond specifically to the statements and allegations contained in the complaint and
include any and all bases for the Respondent (domain-name holder) to retain registration
and use of the disputed domain name (This portion of the response shall comply with any
word or page limit set forth in the Provider's Supplemental Rules.);



(i1) Provide the name, postal and e-mail addresses, and the telephone and telefax numbers
of the Respondent (domain-name holder) and of any representative authorized to act for
the Respondent in the administrative proceeding;

(ii1) Specify a preferred method for communications directed to the Respondent in the
administrative proceeding (including person to be contacted, medium, and address
information) for each of (A) electronic-only material and (B) material including hard
copy (where applicable);

(iv) If Complainant has elected a single-member panel in the complaint (see Paragraph
3(b)(iv)), state whether Respondent elects instead to have the dispute decided by a three-
member panel;

(v) If either Complainant or Respondent elects a three-member Panel, provide the names
and contact details of three candidates to serve as one of the Panelists (these candidates
may be drawn from any ICANN-approved Provider's list of panelists);

(vi) Identify any other legal proceedings that have been commenced or terminated in
connection with or relating to any of the domain name(s) that are the subject of the
complaint;

(vii) State that a copy of the response including any annexes has been sent or transmitted
to the Complainant, in accordance with Paragraph 2(b); and

(viii) Conclude with the following statement followed by the signature (in any electronic
format) of the Respondent or its authorized representative:

“Respondent certifies that the information contained in this Response is to the
best of Respondent's knowledge complete and accurate, that this Response is
not being presented for any improper purpose, such as to harass, and that the
assertions in this Response are warranted under these Rules and under
applicable law, as it now exists or as it may be extended by a good-faith and
reasonable argument.”; and

(ix) Annex any documentary or other evidence upon which the Respondent relies,
together with a schedule indexing such documents.

(c) If Complainant has elected to have the dispute decided by a single-member Panel and
Respondent elects a three-member Panel, Respondent shall be required to pay one-half of
the applicable fee for a three-member Panel as set forth in the Provider's Supplemental
Rules. This payment shall be made together with the submission of the response to the
Provider. In the event that the required payment is not made, the dispute shall be decided
by a single-member Panel.



(d) At the request of the Respondent, the Provider may, in exceptional cases, extend the
period of time for the filing of the response. The period may also be extended by written
stipulation between the Parties, provided the stipulation is approved by the Provider.

(e) If a Respondent does not submit a response, in the absence of exceptional
circumstances, the Panel shall decide the dispute based upon the complaint.

6. Appointment of the Panel and Timing of Decision

(a) Each Provider shall maintain and publish a publicly available list of panelists and their
qualifications.

(b) If neither the Complainant nor the Respondent has elected a three-member Panel
(Paragraphs 3(b)(iv) and 5(b)(iv)), the Provider shall appoint, within five (5) calendar
days following receipt of the response by the Provider, or the lapse of the time period for
the submission thereof, a single Panelist from its list of panelists. The fees for a single-
member Panel shall be paid entirely by the Complainant.

(c) If either the Complainant or the Respondent elects to have the dispute decided by a
three-member Panel, the Provider shall appoint three Panelists in accordance with the
procedures identified in Paragraph 6(e). The fees for a three-member Panel shall be paid
in their entirety by the Complainant, except where the election for a three-member Panel
was made by the Respondent, in which case the applicable fees shall be shared equally
between the Parties.

(d) Unless it has already elected a three-member Panel, the Complainant shall submit to
the Provider, within five (5) calendar days of communication of a response in which the
Respondent elects a three-member Panel, the names and contact details of three
candidates to serve as one of the Panelists. These candidates may be drawn from any
ICANN-approved Provider's list of panelists.

(e) In the event that either the Complainant or the Respondent elects a three-member
Panel, the Provider shall endeavor to appoint one Panelist from the list of candidates
provided by each of the Complainant and the Respondent. In the event the Provider is
unable within five (5) calendar days to secure the appointment of a Panelist on its
customary terms from either Party's list of candidates, the Provider shall make that
appointment from its list of panelists. The third Panelist shall be appointed by the
Provider from a list of five candidates submitted by the Provider to the Parties, the
Provider's selection from among the five being made in a manner that reasonably
balances the preferences of both Parties, as they may specify to the Provider within five
(5) calendar days of the Provider's submission of the five-candidate list to the Parties.

(f) Once the entire Panel is appointed, the Provider shall notify the Parties of the Panelists
appointed and the date by which, absent exceptional circumstances, the Panel shall
forward its decision on the complaint to the Provider.



7. Impartiality and Independence

A Panelist shall be impartial and independent and shall have, before accepting
appointment, disclosed to the Provider any circumstances giving rise to justifiable doubt
as to the Panelist's impartiality or independence. If, at any stage during the administrative
proceeding, new circumstances arise that could give rise to justifiable doubt as to the
impartiality or independence of the Panelist, that Panelist shall promptly disclose such
circumstances to the Provider. In such event, the Provider shall have the discretion to
appoint a substitute Panelist.

8. Communication Between Parties and the Panel

No Party or anyone acting on its behalf may have any unilateral communication with the
Panel. All communications between a Party and the Panel or the Provider shall be made
to a case administrator appointed by the Provider in the manner prescribed in the
Provider's Supplemental Rules.

9. Transmission of the File to the Panel

The Provider shall forward the file to the Panel as soon as the Panelist is appointed in the
case of a Panel consisting of a single member, or as soon as the last Panelist is appointed
in the case of a three-member Panel.

10. General Powers of the Panel

(a) The Panel shall conduct the administrative proceeding in such manner as it considers
appropriate in accordance with the Policy and these Rules.

(b) In all cases, the Panel shall ensure that the Parties are treated with equality and that
each Party is given a fair opportunity to present its case.

(c) The Panel shall ensure that the administrative proceeding takes place with due
expedition. It may, at the request of a Party or on its own motion, extend, in exceptional

cases, a period of time fixed by these Rules or by the Panel.

(d) The Panel shall determine the admissibility, relevance, materiality and weight of the
evidence.

(e) A Panel shall decide a request by a Party to consolidate multiple domain name
disputes in accordance with the Policy and these Rules.

11. Language of Proceedings

(a) Unless otherwise agreed by the Parties, or specified otherwise in the Registration
Agreement, the language of the administrative proceeding shall be the language of the



Registration Agreement, subject to the authority of the Panel to determine otherwise,
having regard to the circumstances of the administrative proceeding.

(b) The Panel may order that any documents submitted in languages other than the
language of the administrative proceeding be accompanied by a translation in whole or in

part into the language of the administrative proceeding.

12. Further Statements

In addition to the complaint and the response, the Panel may request, in its sole discretion,
further statements or documents from either of the Parties.

13. In-Person Hearings

There shall be no in-person hearings (including hearings by teleconference,
videoconference, and web conference), unless the Panel determines, in its sole discretion
and as an exceptional matter, that such a hearing is necessary for deciding the complaint.

14. Default

(a) In the event that a Party, in the absence of exceptional circumstances, does not
comply with any of the time periods established by these Rules or the Panel, the Panel
shall proceed to a decision on the complaint.

(b) If a Party, in the absence of exceptional circumstances, does not comply with any
provision of, or requirement under, these Rules or any request from the Panel, the Panel

shall draw such inferences therefrom as it considers appropriate.

15. Panel Decisions

(a) A Panel shall decide a complaint on the basis of the statements and documents
submitted and in accordance with the Policy, these Rules and any rules and principles of
law that it deems applicable.

(b) In the absence of exceptional circumstances, the Panel shall forward its decision on
the complaint to the Provider within fourteen (14) days of its appointment pursuant to

Paragraph 6.

(c) In the case of a three-member Panel, the Panel's decision shall be made by a majority.

(d) The Panel's decision shall be in writing, provide the reasons on which it is based,
indicate the date on which it was rendered and identify the name(s) of the Panelist(s).

(e) Panel decisions and dissenting opinions shall normally comply with the guidelines as
to length set forth in the Provider's Supplemental Rules. Any dissenting opinion shall
accompany the majority decision. If the Panel concludes that the dispute is not within the



scope of Paragraph 4(a) of the Policy, it shall so state. If after considering the
submissions the Panel finds that the complaint was brought in bad faith, for example in
an attempt at Reverse Domain Name Hijacking or was brought primarily to harass the
domain-name holder, the Panel shall declare in its decision that the complaint was
brought in bad faith and constitutes an abuse of the administrative proceeding.

16. Communication of Decision to Parties

(a) Within three (3) calendar days after receiving the decision from the Panel, the
Provider shall communicate the full text of the decision to each Party, the concerned
Registrar(s), and ICANN. The concerned Registrar(s) shall immediately communicate to
each Party, the Provider, and ICANN the date for the implementation of the decision in
accordance with the Policy.

(b) Except if the Panel determines otherwise (see Paragraph 4(j) of the Policy), the
Provider shall publish the full decision and the date of its implementation on a publicly
accessible web site. In any event, the portion of any decision determining a complaint to
have been brought in bad faith (see Paragraph 15(e) of these Rules) shall be published.

17. Settlement or Other Grounds for Termination

(a) If, before the Panel's decision, the Parties agree on a settlement, the Panel shall
terminate the administrative proceeding.

(b) If, before the Panel's decision is made, it becomes unnecessary or impossible to
continue the administrative proceeding for any reason, the Panel shall terminate the
administrative proceeding, unless a Party raises justifiable grounds for objection within a
period of time to be determined by the Panel.

18. Effect of Court Proceedings

(a) In the event of any legal proceedings initiated prior to or during an administrative
proceeding in respect of a domain-name dispute that is the subject of the complaint, the
Panel shall have the discretion to decide whether to suspend or terminate the
administrative proceeding, or to proceed to a decision.

(b) In the event that a Party initiates any legal proceedings during the pendency of an
administrative proceeding in respect of a domain-name dispute that is the subject of the
complaint, it shall promptly notify the Panel and the Provider. See Paragraph 8 above.

19. Fees

(a) The Complainant shall pay to the Provider an initial fixed fee, in accordance with the
Provider's Supplemental Rules, within the time and in the amount required. A
Respondent electing under Paragraph 5(b)(iv) to have the dispute decided by a three-
member Panel, rather than the single-member Panel elected by the Complainant, shall




pay the Provider one-half the fixed fee for a three-member Panel. See Paragraph 5(c). In
all other cases, the Complainant shall bear all of the Provider's fees, except as prescribed
under Paragraph 19(d). Upon appointment of the Panel, the Provider shall refund the
appropriate portion, if any, of the initial fee to the Complainant, as specified in the
Provider's Supplemental Rules.

(b) No action shall be taken by the Provider on a complaint until it has received from
Complainant the initial fee in accordance with Paragraph 19(a).

(c) If the Provider has not received the fee within ten (10) calendar days of receiving the
complaint, the complaint shall be deemed withdrawn and the administrative proceeding
terminated.

(d) In exceptional circumstances, for example in the event an in-person hearing is held,
the Provider shall request the Parties for the payment of additional fees, which shall be

established in agreement with the Parties and the Panel.

20. Exclusion of Liability

Except in the case of deliberate wrongdoing, neither the Provider nor a Panelist shall be
liable to a Party for any act or omission in connection with any administrative proceeding
under these Rules.

21. Amendments
The version of these Rules in effect at the time of the submission of the complaint to the

Provider shall apply to the administrative proceeding commenced thereby. These Rules
may not be amended without the express written approval of ICANN.



Envisaged WIPO Revisions to the WIPO Supplemental Rules for Uniform
Domain Name Dispute Resolution Policy (if WIPO eUDRP proposal were
to be adopted by ICANN) (September 17, 2009)

World Intellectual Property Organization Supplemental Rules
for Uniform Domain Name Dispute Resolution Policy

(the WIPO "Supplemental Rules")
(In effect as of [Beeembert—1090])

Scope

Definitions

Communications

Submission of Complaint and Annexes
Formalities Compliance Review
Appointment of Case Administrator

. Submission of Response and Annexes
84 Panelist Appointment Procedures
98. Declaration

109. Fees

118. Word Limits

12. File Size and Format Modalities
13+. Amendments

142. Exclusion of Liability

AL

~

1. Scope

(a) Relationship to Rules. These Supplemental Rules are to be read and used in
connection with the Rules for Uniform Domain Name Dispute Resolution Policy,
approved by the Internet Corporation for Assigned Names and Numbers (ICANN) on
[Beteber24-1990] (the "Rules").

(b) Version of Supplemental Rules. The version of these Supplemental Rules as in
effect on the date of the submission of the complaint shall apply to the administrative
proceeding commenced thereby.

2. Definitions

Any term defined in the Rules shall have the same meaning in these Supplemental Rules.



3. Communications

(a) Modalities. Subject to Paragraphs 3(b) and 5(b) of the Rules, except where otherwise
agreed beferehand-with the Center, any submission that may or is required to be made to
the Center or to an Administrative Panel pursuant to these Rules, sze3 shall be made
either:

(bé) Archive. The Center shall maintain an archive of all communications received or
required to be made under the Rules.

4. Submission of Complaint and Annexes

(a) Complaint Including Annexes. The complaint including any annexes shall be
submitted electronically in complete form (in accordance with paragraph 12(a) below).

(be) Complaint Transmittal Coversheet. In accordance with Paragraph 3(b)(xii) of the
Rules, the Complainant shall be required to send or transmit its complaint under cover of
the Complaint Transmittal Coversheet set out in Annex A hereto and posted on the
Center's web site. Where available, the Complainant shall use the version that is in the
same language(s) as the registration agreement(s) for the domain name(s) that is/are the
subject of the complaint.

(ck) Registrar Notification. The Complainant shall provide a copy of the complaint to
the concerned Registrar(s) at the same time as it submits its complaint to the Center.

(de) Complaint Notification Instructions. In accordance with Paragraph 4(a) of the
Rules, the Center shall forward the complaint electronically to the Respondent together



with the instructions set out in Annex B hereto and posted on the Center's website._In
accordance with Paragraph 2(a)(i) of the Rules the Center shall also forward Written
Notice of the complaint to the Respondent.

5. Formalities Compliance Review

(a) Deficiency Notification. The Center shall, within five (5) calendar days of receiving
the complaint, review the complaint for compliance with the formal requirements of the
Policy, Rules and Supplemental Rules and notify the Complainant and Respondent of any
deficiencies therein.

(b) Withdrawal. If the Complainant fails to remedy any deficiencies identified by the
Center within the time period provided for in Paragraph 4 of the Rules (i.e., five (5)
calendar days), the Center shall notify the Complainant, the Respondent and the
concerned Registrar(s) of the deemed withdrawal of the complaint.

(c) Fee Refunds. Unless the Complainant confirms its intention to re-submit a complaint
to the Center following a deemed withdrawal, the Center shall refund the fee paid by the
Complainant pursuant to Paragraph 19 of the Rules, less a processing fee as set forth in
Annex D.

6. Appointment of Case Administrator

(a) Notification. The Center shall advise the Parties of the name and contact details of a
member of its staff who shall be the Case Administrator and who shall be responsible for
all administrative matters relating to the dispute and communications to the
Administrative Panel.

(b) Responsibilities. The Case Administrator may provide administrative assistance to

the Administrative Panel or a Panelist, but shall have no authority to decide matters of a
substantive nature concerning the dispute.

7. Submission of a Response

The response including any annexes shall be submitted electronically in complete
form (in accordance with paragraph 12(b) below).

87. Panelist Appointment Procedures



(a) Party Candidates. Where a Party is required to submit the names of three (3)
candidates for consideration for appointment by the Center as a Panelist (i.e., in
accordance with paragraphs 3(b)(iv), 5(b)(v) and 6(d) of the Rules), that Party shall
provide the names and contact details of its three candidates in the order of its preference.
In appointing a Panelist, the Center shall, subject to availability, respect the order of
preference indicated by a Party.

(b) Presiding Panelist

(1) The third Panelist appointed in accordance with Paragraph 6(e) of the Rules shall be
the Presiding Panelist.

(i1)) Where, under Paragraph 6(e) of the Rules, a Party fails to indicate its order of
preference for the Presiding Panelist to the Center, the Center shall nevertheless proceed
to appoint the Presiding Panelist.

(ii1) Notwithstanding the procedure provided for in Paragraph 6(e) of the Rules, the
Parties may jointly agree on the identity of the Presiding Panelist, in which case they
shall notify the Center in writing of such agreement no later than five (5) calendar days
after receiving the list of candidates provided for in Paragraph 6(e)_of the Rules.

(c) Respondent Default

Where the Respondent does not submit a response or does not submit the payment
provided for in Paragraph 5(c) of the Rules by the deadline specified by the Center, the
Center shall proceed to appoint the Administrative Panel, as follows:

(1) If the Complainant has designated a single member Administrative Panel, the Center
shall appoint the Panelist from its published list;

(1) If the Complainant has designated a three member Administrative Panel, the Center
shall, subject to availability, appoint one Panelist from the names submitted by the
Complainant and shall appoint the second Panelist and the Presiding Panelist from its
published list.

98. Declaration

In accordance with Paragraph 7 of the Rules, prior to appointment as a Panelist, a
candidate shall be required to submit to the Center a Declaration of Independence and
Impartiality using the form set out in Annex C hereto and posted on the Center’s website.



109. Fees

The applicable fees for the administrative procedure are specified in Annex D hereto and
posted on the Center's website.

116. Word Limits
(a) The word limit under Paragraph 3(b)(ix) of the Rules shall be 5,000 words.
(b) The word limit under Paragraph 5(b)(i) of the Rules shall be 5,000 words.

(c) For the purposes of Paragraph 15(¢) of the Rules, there shall be no word limits.

12. File Size and Format Modalities

(a) The file size and format modalities under Paragraph 3(b) of the Rules shall be as set
forth in Annex E hereto and posted on the Center’s website.

(b) The file size and format modalities under Paragraph 5(b) of the Rules shall be set
forth in Annex E hereto and posted on the Center’s website.

13+. Amendments

Subject to the Policy and Rules, the Center may amend these Supplemental Rules in its
sole discretion.

142. Exclusion of Liability

Except in respect of deliberate wrongdoing, an Administrative Panel, the World
Intellectual Property Organization and the Center shall not be liable to a party, a
concerned registrar or ICANN for any act or omission in connection with the
administrative proceeding.



ORGANISATION MONDIALE
DE LA PROPRIETE INTELLECTUELLE

WORLD INTELLECTUAL
PROPERTY ORGANIZATION

Centre d’arbitrage et de médiation de ’OMPI WIPO Arbitration and Mediation Center

December 30, 2008

Dear Mr. Jeffrey,

This coming year will see the tenth anniversary of the introduction by
ICANN, in collaboration with the World Intellectual Property Organization
(WIPO), of the Uniform Domain Name Dispute Resolution Policy (UDRP).
Since its introduction in 1999 the UDRP has matured, the use of Internet-based
communications has become ubiquitous, and global awareness of environmental
challenges has evolved. WIPO believes that the time is now ripe to seriously
consider moving towards an essentially paperless UDRP, which can be achieved
in a manner that does not prejudice either Complainants or Respondents, and
indeed produces actual benefits for both.

As a paperless UDRP goes, WIPO does not consider that Providers merely
printing party pleadings in-house for physical distribution would offer a real or
sustainable solution. With some limited but important exceptions to ensure that
Respondents receive written notice of dispute commencement and of electronic
availability of the Complaint at their physical address and via facsimile contact
information, a more intuitive approach would be to remove paper from the
UDRP process altogether. Such an approach, discussed in detail below, would
explicitly remove the current requirement that parties file and Providers notify
hard copy pleadings.

The present letter documents the reasons for this proposal and provides a
possible model for its implementation on the level of the UDRP Rules, together
with provisional draft amendments to the WIPO Supplemental Rules. If such
implementation would appear to be impracticable for ICANN in the short term,
this letter also describes an anticipated stand alone approach to modification of
the WIPO Supplemental Rules including a number of additional safeguards
designed to avoid any possible prejudice to either party.

Mr. John Jeffrey

General Counsel, ICANN

4676 Admiralty Way, Suite 330
Marina del Rey, CA 90292-6601
United States of America

By courier and email jeffrey(@icann.org

34, chemin des Colombettes, 1211 GENEVE 20 (SUISSE) Tel. +41 22 338 82 47 Fax 441 22 740 37 00
e-miil: arbitermaill @ wipo.ant wehsite; hips/farbiter, wipo.int
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The Case for Electronic Filing and Notification (e UDRP)

WIPO routinely publishes UDRP-related filing statistics.' For present
purposes, WIPO has undertaken considerable additional statistical research based
on UDRP pleadings filed with and notified by WIPO. These statistics provide

compelling support for the present proposal to move towards a paperless UDRP
process.

I. Green UDRP. 1CANN, an organization dedicated to the management of the
domain name space, could make a significant environmental contribution by
removing the requirement for hard copy pleadings from the UDRP. The volume
of paper consumed by the UDRP is considerable. For example, in 2008 at WIPO
alone, hard copy UDRP Complaints and Responses received (including copies
required) total well over a million pages. Over the lifespan of the UDRP, the
total number of pages filed with WIPO alone is estimated at some ten million
(roughly equivalent to over one thousand trees). It would be fitting to remove the
need for voluminous quantities of paper from an expedited mechanism for the
resolution of disputes concerning domain names, which by their very nature exist
on-line. Indeed, to this end WIPO has already initiated electronic-only
notification of Panel Decisions to parties and registrars.

2. Efficient UDRP. Significant time and cost savings would accrue to both
Complaimants and Respondents as a result of removing paper from the UDRP.,
Over the course of the UDRP’s operation, the approximate number of paper
pages received by WIPO from Complainants filing hard copy Complaints
approaches ten million; and from Respondents over 300,000.> This suggests a
significant opportunity to reduce paper and printing as well as shipping costs for
parties. Providers would also likely benefit from (generally more modest)
savings under the proposed amendments as a result of reduced package weight
for written notice of proceedings commencement and electronic Complaint
availability (as distinct from the actual hard copy Complaint itself) to the
Respondent by courier.

3. Forward-looking UDRP. Presently over half of WIPO UDRP Complainants
X A g i i

sua sponte already file a complete set of pleadings electronically” (in addition to

the required hard copies of the same). Similarly, roughly half of active UDRP

The overall average Response rate in all WIPO UDRP disputes has been approximately
30%: Response hard copies were received in about half of those cases; the average
number of Response pages (i.e., including all annexes) was about one fourth of average
Complaint size,

In 2008, approximately 52% of Complainants filing with WIPO filed a complete
Complaint (i.e.. including all annexes) electronically.
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Respondents submit a complete Response (including all annexes) electronically.’
Overall, hard copies of Responses were received in only 14% of WIPO UDRP
cases in 2008, Removing paper from the process represents the next logical step.

4. Effective UDRP. An overwhelming majority of Complaints notified by email
appear to be successfully delivered. For example, of the roughly 2,000
Complaints WIPO notified to Respondents in 2008 (excluding messages to
<postmaster@domainname>, which themselves appear to work in some 24% of
cases), bounce-back messages were received by WIPO in no more than
approximately 4% of cases. This suggests a 96% overall successful Complaint
email delivery rate.

5. Modern UDRP, Active parties in UDRP proceedings appear to prefer
communicating electronically. For example, in all of the UDRP proceedings
administered by WIPO in 2008, communications were received by WIPO from
the Complainant electronically. Similarly, WIPO received electronic
communications from the Respondent in all defended cases in 2008. Even if
there were a party preference in some cases to receive hard copies, these statistics
suggest that this would hardly be a necessity, at least for the purpose of either
party receiving effective notice of the commencement of UDRP proceedings.
Indeed, email has generally proven to be a functional and widely-used method of
communicating in UDRP cases. Email systems also afford parties instant
possibilities to create and maintain electronic case files without the need for
rights access systems. The reliability of email in the UDRP can be further
enhanced through Provider stipulation of appropriate file size limits.

6. Expedited UDRP. Abolishing the requirement for hard copy pleadings is
likely to enhance the overall timeliness of UDRP proceedings. Under the current
Rules, a Provider may not conclude its administrative compliance obligations and
notify case commencement without receipt of the Complaint in hard copy. In
2008 the average time that elapsed between WIPO’s receipt of the electronic
Complaint and its receipt of the hard copies was four days. For those cases in
which provision of a complete hard copy of the Response is foreshadowed by the
Respondent, there would also typically be a lapse of several days before receipt
(in roughly half of defended cases in 2008, hard copies of the Response were
provided). A delay in receipt of a Response in hard copy may also delay the
Panel’s review of the complete record. In any event, removing the current
requirement for hard copy pleadings would enhance timely resolution of UDRP
cases.

In 2008, approximately 57% of Respondents filing Responses with WIPO filed a
complete Response (1.e.. including all annexes) electronically.
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Proposed Amendments

Included with this letter are two documents,

1. UDRP Rules (elUDRP). The first document, an amended version of the
UDRP Rules for ICANN's consideration, proposes a limited number of targeted
amendments that WIPO believes can provide a fair basis for achieving the
removal of paper pleadings from the UDRP process, without causing undue
prejudice to either party (Annex 1). Notably, the proposed amendments do not
free a Provider from a continuing obligation to provide written notice of the
dispute to the Respondent. What the proposed amendments do is to remove the
requirement for such written notification to include a hard copy of the Complaint
as such (except as may be required in individual circumstances by the Provider).
The idea would rather be to alert the Respondent to the existence of the dispute,
to provide notice that the Complaint itself has been sent to the Respondent at all
available email addresses, and to give the Respondent further opportunity to
participate by nominating any preferred additional email addresses at which the
Respondent would like the Complaint to be sent.

This coneept of Complaint notice takes account of the possibility (although
statistically remote) that the Respondent’s publicly listed or otherwise available
email address(es)’ may be incorrect or inactive — notwithstanding the obligation
on domain name registrants to maintain current, accurate. and complete relevant
information in the Whols database — by providing Respondents every reasonable
opportunity to provide functional email addresses for notification purposes. The
aforementioned possibility for Providers to regulate email file size would thereby
work to promote actual receipt of Complaint by Respondents.

The proposed amendments free both the Complainant and the Respondent
from an obligation under the Rules to file pleadings in hard copy. The
amendments do retain some Provider discretion, under its Supplemental Rules. to
allow for the provision of hard copies from a party in circumstances where these
would be necessary. for example where it is genuinely not in a position to meet
the electronic filing guidelines.

2. WIPO Supplemental Rules (eUDRP). The second attached document is an
amended version of the WIPO Supplemental Rules for the UDRP, which are
included for illustrative purposes as an example of the types of complementary
amendments that WIPO would envisage making to its Supplemental Rules in the
event that ICANN were to adopt the above-proposed modifications to the UDRP

As given for example in the Whols database, or as may be indicated by the concerned
registrar in any registrar verification reply to a Provider, or as may be provided by the
Complainant in its Complaint, or as may be listed on any website appearing at the
disputed domain name.
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Rules (Annex 2). The envisaged WIPO amendments include a mechanism by
which WIPO could prescribe appropriate limits on file sizes in accordance with
practical published schedules, intended in part to minimize risk that unreasonably
large file sizes may adversely affect success rates for elecironic Complaint
notification. For that same reason, WIPO’s current general practice in notifying
Complaints by email in principle is to communicate the Complaint and any
annexes by separate emails.

Possible WIPO eSupplemental Rules (Stand Alone)

As noted, there is a strong case for ICANN eliminating paper from the
UDRP process. WIPO believes that, if required, this goal also may be achievable
within the framework and spirit of the UDRP Rules currently in effect. Practical
steps could be taken via the WIPO Supplemental Rules that even without
ICANN amendment of the UDRP Rules may achieve the removal of paper
pleadings in a large majority of WIPO cases.

If WIPO were to independently take this initiative forward, we would
envisage modifying our Supplemental Rules in a manner designed to avoid any
possible prejudice to parties. In order to ensure consistency with the spirit of the
current UDRP Rules, WIPO would thereby anticipate including a “safety valve,”
in which a Respondent would in principle be entitled to receive a copy of'a
Complaint in hard copy form if it so requested in reply to notification” (in which
scenario WIPO may then consider it expedient to examine the possibility of
WIPO itself undertaking, within practical limits, the requisite printing as part of
its standard filing fee). Obviously, such steps by WIPO as a Provider would in
no way prevent ICANN from making modifications to the UDRP Rules at any
time thereafier, perhaps drawing in part on Provider experience, subsequent to
which Providers could then re-align their own Supplemental Rules.

[n that spirit, should appropriate amendments to the UDRP Rules appear
unlikely, WIPO currently envisages proceeding with a form of targeted “stand
alone™ amendments to its own Supplemental Rules to give effect primarily to the
objectives outlined in this letter in the first half of 2009.

Next Steps

WIPO encourages [CANN to give serious consideration to removal of
paper pleadings from the UDRP process by amending the UDRP Rules to the
effect proposed herein. Especially considering the clear benefits of the present

Assuming an overall Response rate of some 30% of UDRP cases, in the unlikely event
that Respondents were to request hard copies in all such cases, this would still potentially
result in at least a 70% reduction in overall paper filings; and indeed this figure is likely
to be higher given the concentration on a single address in such cases, as distinet from the
potentially multiple notification addresses currently required.
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initiative, WIPO hopes that it may be possible for the proposed modifications to
the UDRP Rules to occur on a relatively streamlined basis. WIPO would, if
requested, naturally stand ready to assist ICANN with any amendment process.

We have posted a copy of this letter on the WIPO website for public
information at www.wipo.int/ame/en/domains/resources/icann/index.htmi.

Yours sincerely,
Eoe
%7/ ,Zﬁ Erik Wilbers

Acting Director
WIPO Arbitration and Mediation Center
Head, Domain Name Dispute Resolution Section



WIPO provisional draft amendments to the Rules for eUDRP
(December 30, 2008)

Proposal explained at: www.wipo.int/amc/en/domains/resources/icann/index.html

Rules for Uniform Domain

< Name Dispute Resolution
Policy
Policy Adopted: August 26, 1999
I C A N N Implementation Documents Approved: [October
24, 1999]

Note: These rules are now in effect. See www.icann.org/udrp/udrp-
schedule.htm for the implementation schedule.

Rules for Uniform Domain Name Dispute

Resolution Policy
(the "Rules")

(As Approved by ICANN on [October 24, 1999])
Administrative proceedings for the resolution of disputes under the Uniform
Dispute Resolution Policy adopted by ICANN shall be governed by these
Rules and also the Supplemental Rules of the Provider administering the
proceedings, as posted on its web site.

1. Definitions

In these Rules:

Complainant means the party initiating a complaint concerning a domain-
name registration.

ICANN refers to the Internet Corporation for Assigned Names and Numbers.

Mutual Jurisdiction means a court jurisdiction at the location of either (a)



the principal office of the Registrar (provided the domain-name holder has
submitted in its Registration Agreement to that jurisdiction for court
adjudication of disputes concerning or arising from the use of the domain
name) or (b) the domain-name holder's address as shown for the registration
of the domain name in Registrar's Whois database at the time the complaint
is submitted to the Provider.

Panel means an administrative panel appointed by a Provider to decide a
complaint concerning a domain-name registration.

Panelist means an individual appointed by a Provider to be a member of a
Panel.

Party means a Complainant or a Respondent.

Policy means the Uniform Domain Name Dispute Resolution Policy that is
incorporated by reference and made a part of the Registration Agreement.

Provider means a dispute-resolution service provider approved by ICANN, A
list of such Providers appears at www.icann.org/udrp/approved-

providers.htm.

Registrar means the entity with which the Respondent has registered a
domain name that is the subject of a complaint.

Registration Agreement means the agreement between a Registrar and a
domain-name holder.

Respondent means the holder of a domain-name registration against which
a complaint is initiated.

Reverse Domain Name Hijacking means using the Policy in bad faith to
attempt to deprive a registered domain-name holder of a domain name.

Supplemental Rules means the rules adopted by the Provider administering
a proceeding to supplement these Rules. Supplemental Rules shall not be
inconsistent with the Policy or these Rules and shall cover such topics as
fees, word and page limits and guidelines, the means for communicating with
the Provider and the Panel, and the form of cover sheets.

2. Communications

(a) Wherforrarding a-cemplaintto-the Respondent, ilt shall be the

Provider's responsibility to employ reasonably available means calculated to
achieve actual notice of the complaint to Respondent. Achieving actual
notice, or employing the following measures to do so, shall discharge this




responsibility:

(i) sending written notice of the complaint to all postal-mail and facsimile
addresses (A) shown in the domain name's registration data in Registrar's
Whois database for the registered domain-name holder, the technical
contact, and the administrative contact and (B) supplied by Registrar to
the Provider for the registration’s billing contact; and

(i) sending the complaint in electronic form (including any annexes-te-the
extentavailable-i-thatform) by e-mail to;

(A) the e-mail addresses for those technical, administrative, and billing
contacts;

(B) postmaster@<the contested domain name=>; and

(C) if the domain name (or "www." followed by the domain name)
resolves to an active web page (other than a generic page the
Provider concludes is maintained by a registrar or ISP for parking
domain-names registered by multiple domain-name holders), any e-
mail address shown or e-mail links on that web page; and

(iii) sending the complaint to any e-mail address the Respondent has
notified the Provider it prefers and, to the extent practicable, to all other g-
mail addresses provided to the Provider by Complainant under Paragraph

3(b){wv).

(b) Except as provided in Paragraph 2(a), any written communication to
Complainant or Respondent provided for under these Rules shall be made
electronically via the Internet (a record of its transmission being available) by
the preferred means stated by the Complainant or Respondent, respectively
(see Paragraphs 3(b){iii) and 5(b)(iii});; or, to the extent permitted by the
Provider:in-the-absence-of su

(i) by telecopy or facsimile transmission, with a confirmation of
transmission: or

(ii) by postal or courier service, postage pre-paid and return receipt
requested.;-er

(+i} electropically-via-the-nterret-provided-arecord of its transmission is
avatiable.

(c) Any communication to the Provider or the Panel shall be made by the
means and in the manner (including where applicable number of copies)




stated in the Provider's Supplemental Rules.

(d) Communications shall be made in the language prescribed in Paragraph
11. E-mail communications should, if practicable, be sent in plaintext.

(e) Either Party may update its contact details by notifying the Provider and
the Registrar.

(f) Except as otherwise provided in these Rules, or decided by a Panel, all
communications provided for under these Rules shall be deemed to have
been made:

(i) if via the Internet, on the date that the communication was transmitted

provided that the date of transmission is verifiable; or, subject to
Paraaraph 2(b):

(i) if delivered by telecopy or facsimile transmission, on the date shown
on the confirmation of transmission: or

(iii) if by postal or courier service, on the date marked on the receipt.;er

tiifvia-the lnternet—onthe-date that the communication was transmitted,
provided that the date of transmissien-isverifiable:

(g) Except as otherwise provided in these Rules, all time periods calculated
under these Rules to begin when a communication is made shall begin to run
on the earliest date that the communication is deemed to have been made in

accordance with Paragraph 2(f).

(h) Any communication by

(i) a Panel to any Party shall be copied to the Provider and to the other
Party;

(i) the Provider to any Party shall be copied to the other Party; and

(iii) a Party shall be copied to the other Party, the Panel and the Provider,
as the case may be.

(i) It shall be the responsibility of the sender to retain records of the fact and
circumstances of sending, which shall be available for inspection by affected
parties and for reporting purposes.

{j) In the event a Party sending a communication receives notification of non-
delivery of the communication, the Party shall promptly notify the Panel (or, if
no Panel is yet appointed, the Provider) of the circumstances of the



notification. Further proceedings concerning the communication and any
response shall be as directed by the Panel (or the Provider).

3. The Complaint

(a) Any person or entity may initiate an administrative proceeding by
submitting a complaint in accordance with the Policy and these Rules to any
Provider approved by ICANN. (Due to capacity constraints or for other
reasons, a Provider's ability to accept complaints may be suspended at
times. In that event, the Provider shall refuse the submission. The person or
entity may submit the complaint to another Provider.)

(b} The complaint shall be submitted in-hard-copy-and-{exceptiothe-extent

not-available-forannexes)in electronic form_(including any annexes, by the
means and in such manner as may be stated in the Provider's Supplemental

Rules), and, to the extent permitted by the Provider, in hard copy, and shall:

(i) Request that the complaint be submitted for decision in accordance
with the Policy and these Rules;

(i) Provide the name, postal and e-mail addresses, and the telephone and
telefax numbers of the Complainant and of any representative authorized
to act for the Complainant in the administrative proceeding;

(iii) Specify a preferred method for communications directed to the
Complainant in the administrative proceeding (including person to be
contacted, medium, and address information) for each of (A) electronic-
only material and (B) material including hard copy (to the extent permitted
by the Provider, and where available);

(iv) Designate whether Complainant elects to have the dispute decided by
a single-member or a three-member Panel and, in the event Complainant
elects a three-member Panel, provide the names and contact details of
three candidates to serve as one of the Panelists (these candidates may
be drawn from any ICANN-approved Provider's list of panelists);

(v) Provide the name of the Respondent (domain-name holder) and all
information (including any postal and e-mail addresses and telephone and
telefax numbers) known to Complainant regarding how to contact
Respondent or any representative of Respondent, including contact
information based on pre-complaint dealings, in sufficient detail to allow
the Provider to send the complaint as described in Paragraph 2(a);

(vi) Specify the domain name(s) that is/are the subject of the complaint;

(vii) Identify the Registrar(s) with whom the domain name(s) is/are



registered at the time the complaint is filed;

(viii) Specify the trademark(s) or service mark(s) on which the complaint is
based and, for each mark, describe the goods or services, if any, with
which the mark is used (Complainant may also separately describe other
goods and services with which it intends, at the time the complaint is
submitted, to use the mark in the future.);

(ix) Describe, in accordance with the Policy, the grounds on which the
complaint is made including, in particular,

(1) the manner in which the domain name(s) is/are identical or
confusingly similar to a trademark or service mark in which the
Complainant has rights; and

(2) why the Respondent (domain-name holder) should be considered
as having no rights or legitimate interests in respect of the domain
name(s) that is/are the subject of the complaint; and

(3) why the domain name(s) should be considered as having been
registered and being used in bad faith

(The description should, for elements (2) and (3), discuss any aspects
of Paragraphs 4(b) and 4(c) of the Policy that are applicable. The
description shall comply with any word or page limit set forth in the
Provider's Supplemental Rules.);

(x) Specify, in accordance with the Policy, the remedies sought;

(xi) Identify any other legal proceedings that have been commenced or
terminated in connection with or relating to any of the domain name(s)
that are the subject of the complaint;

(xii) State that a copy of the complaint, together with the cover sheet as
prescribed by the Provider's Supplemental Rules, has been sent or
transmitted to the Respondent (domain-name holder), in accordance with
Paragraph 2(b);

(xiil) State that Complainant will submit, with respect to any challenges to
a decision in the administrative proceeding canceling or transferring the
domain name, to the jurisdiction of the courts in at least one specified
Mutual Jurisdiction;

(xiv) Conclude with the following statement followed by the signature of
the Complainant or its authorized representative:



"Complainant agrees that its claims and remedies concerning the
registration of the domain name, the dispute, or the dispute's resolution
shall be solely against the domain-name holder and waives all such
claims and remedies against (a) the dispute-resolution provider and
panelists, except in the case of deliberate wrongdoing, (b) the registrar,
(c) the registry administrator, and (d) the Internet Corporation for
Assigned Names and Numbers, as well as their directors, officers,
employees, and agents."

"Complainant certifies that the information contained in this Complaint is
to the best of Complainant's knowledge complete and accurate, that this
Complaint is not being presented for any improper purpose, such as to
harass, and that the assertions in this Complaint are warranted under
these Rules and under applicable law, as it now exists or as it may be
extended by a good-faith and reasonable argument.”; and

(xv) Annex any documentary or other evidence, including a copy of the
Policy applicable to the domain name(s) in dispute and any trademark or
service mark registration upon which the complaint relies, together with a
schedule indexing such evidence.

(c) The complaint may relate to more than one domain name, provided that
the domain names are registered by the same domain-name holder.

4. Notification of Complaint

(a) The Provider shall review the complaint for administrative compliance
with the Policy and these Rules and, if in compliance, shall ferwardsend
written notice of the complaint (together with the explanatory cover sheet
prescribed by the Provider's Supplemental Rules) to the Respondent, in the
manner prescribed by Paragraph 2(a), within three (3) calendar days
following receipt of the fees to be paid by the Complainant in accordance

with Paragraph 19.

(b) If the Provider finds the complaint to be administratively deficient, it shall
promptly notify the Complainant and the Respondent of the nature of the
deficiencies identified. The Complainant shall have five (5) calendar days
within which to correct any such deficiencies, after which the administrative
proceeding will be deemed withdrawn without prejudice to submission of a
different complaint by Complainant.

(c) The date of commencement of the administrative proceeding shall be the
date on which the Provider completes its responsibilities under Paragraph
2(a) in connection with fervardingsending notice of the Ecomplaint to the
Respondent.




(d) The Provider shall immediately notify the Complainant, the Respondent,
the concerned Registrar(s), and ICANN of the date of commencement of the
administrative proceeding.

5. The Response

(a) Within twenty (20) days of the date of commencement of the
administrative proceeding the Respondent shall submit a response to the
Provider.

{b) The response shall be submitted in-hard-copy-and-{except-to-the-exient
ret-avallableforannexestin electronic form_(including any annexes, by the

means and in such manner as may be stated in the Provider's Supplemental
Rules), and, to the extent permitted by the Provider, in hard copy, and shall:

(i) Respond specifically to the statements and allegations contained in the
complaint and include any and all bases for the Respondent (domain-
name holder) to retain registration and use of the disputed domain name
(This portion of the response shall comply with any word or page limit set
forth in the Provider's Supplemental Rules.);

(i} Provide the name, postal and e-mail addresses, and the telephone and
telefax numbers of the Respondent (domain-name holder) and of any
representative authorized to act for the Respondent in the administrative
proceeding,;

(iii) Specify a preferred method for communications directed to the
Respondent in the administrative proceeding (including person to be
contacted, medium, and address information) for each of (A) electronic-
only material and (B) material including hard copy (to the extent permitted

by the Provider, and where available);

(iv) If Complainant has elected a single-member panel in the Ecomplaint
(see Paragraph 3(b)(iv)), state whether Respondent elects instead to
have the dispute decided by a three-member panel;

(v) If either Complainant or Respondent elects a three-member Panel,
provide the names and contact details of three candidates to serve as one
of the Panelists (these candidates may be drawn from any ICANN-
approved Provider's list of panelists);

(vi) Identify any other legal proceedings that have been commenced or
terminated in connection with or relating to any of the domain name(s)
that are the subject of the complaint;

(vii) State that a copy of the response has been sent or transmitted to the



Complainant, in accordance with Paragraph 2(b); and

(vili) Conclude with the following statement followed by the signature of
the Respondent or its authorized representative;

"Respondent certifies that the information contained in this Response is to
the best of Respondent's knowledge complete and accurate, that this
Response is not being presented for any improper purpose, such as to
harass, and that the assertions in this Response are warranted under
these Rules and under applicable law, as it now exists or as it may be
extended by a good-faith and reasonable argument."; and

(ix) Annex any documentary or other evidence upon which the
Respondent relies, together with a schedule indexing such documents.

(c) If Complainant has elected to have the dispute decided by a single-
member Panel and Respondent elects a three-member Panel, Respondent
shall be required to pay one-half of the applicable fee for a three-member
Panel as set forth in the Provider's Supplemental Rules. This payment shall
be made together with the submission of the response to the Provider. In the
event that the required payment is not made, the dispute shall be decided by
a single-member Panel.

(d) At the request of the Respondent, the Provider may, in exceptional cases,
extend the period of time for the filing of the response. The period may also
be extended by written stipulation between the Parties, provided the
stipulation is approved by the Provider.

(e) If a Respondent does not submit a response, in the absence of
exceptional circumstances, the Panel shall decide the dispute based upon
the complaint,

6. Appointment of the Panel and Timing of Decision

(a) Each Provider shall maintain and publish a publicly available list of
panelists and their qualifications.

(b) If neither the Complainant nor the Respondent has elected a three-
member Panel (Paragraphs 3(b)(iv) and 5{b)(iv)), the Provider shall appoint,
within five (5) calendar days following receipt of the response by the
Provider, or the lapse of the time period for the submission thereof, a single
Panelist from its list of panelists. The fees for a single-member Panel shall be
paid entirely by the Complainant.

(c) If either the Complainant or the Respondent elects to have the dispute
decided by a three-member Panel, the Provider shall appoint three Panelists



in accordance with the procedures identified in Paragraph 6(e). The fees for
a three-member Panel shall be paid in their entirety by the Complainant,
except where the election for a three-member Panel was made by the
Respondent, in which case the applicable fees shall be shared equally
between the Parties,

(d) Unless it has already elected a three-member Panel, the Complainant
shall submit to the Provider, within five (5) calendar days of communication
of a response in which the Respondent elects a three-member Panel, the
names and contact details of three candidates to serve as one of the
Panelists. These candidates may be drawn from any ICANN-approved
Provider's list of panelists.

(e) In the event that either the Complainant or the Respondent elects a three-
member Panel, the Provider shall endeavor to appoint one Panelist from the
list of candidates provided by each of the Complainant and the Respondent.
In the event the Provider is unable within five (5) calendar days to secure the
appointment of a Panelist on its customary terms from either Party's list of
candidates, the Provider shall make that appointment from its list of
panelists. The third Panelist shall be appointed by the Provider from a list of
five candidates submitted by the Provider to the Parties, the Provider's
selection from among the five being made in a manner that reasonably
balances the preferences of both Parties, as they may specify to the Provider
within five (5) calendar days of the Provider's submission of the five-
candidate list to the Parties.

(f) Once the entire Panel is appointed, the Provider shall notify the Parties of
the Panelists appointed and the date by which, absent exceptional
circumstances, the Panel shall forward its decision on the complaint to the
Provider.

7. Impartiality and Independence

A Panelist shall be impartial and independent and shall have, before
accepting appointment, disclosed to the Provider any circumstances giving
rise to justifiable doubt as to the Panelist's impartiality or independence. If, at
any stage during the administrative proceeding, new circumstances arise that
could give rise to justifiable doubt as to the impartiality or independence of
the Panelist, that Panelist shall promptly disclose such circumstances to the
Provider. In such event, the Provider shall have the discretion to appoint a
substitute Panelist.

8. Communication Between Parties and the Panel

Mo Party or anyone acting on its behalf may have any unilateral
communication with the Panel. All communications between a Party and the



Panel or the Provider shall be made to a case administrator appointed by the
Pravider in the manner prescribed in the Provider's Supplemental Rules.

9. Transmission of the File to the Panel

The Provider shall forward the file to the Panel as scon as the Panelist is
appointed in the case of a Panel consisting of a single member, or as soon
as the last Panelist is appeinted in the case of a three-member Panel,

10. General Powers of the Panel

(a) The Panel shall conduct the administrative proceeding in such manner as
it considers appropriate in accordance with the Policy and these Rules.

(b) In all cases, the Panel shall ensure that the Parties are treated with
equality and that each Party is given a fair opportunity to present its case,

(c) The Panel shall ensure that the administrative proceeding takes place
with due expedition. It may, at the request of a Party or on its own motion,
extend, in exceptional cases, a period of time fixed by these Rules or by the
Panel.

(d) The Panel shall determine the admissibility, relevance, materiality and
weight of the evidence.

(e) A Panel shall decide a request by a Party to consolidate multiple domain
name disputes in accordance with the Policy and these Rules,

11. Lanquage of Proceedings

(a) Unless otherwise agreed by the Parties, or specified otherwise in the
Registration Agreement, the language of the administrative proceeding shall
be the language of the Registration Agreement, subject to the authority of the
Fanel to determine otherwise, having regard to the circumstances of the
administrative proceeding.

(b) The Panel may order that any documents submitted in languages other
than the language of the administrative proceeding be accompanied by a
translation in whole or in part into the language of the administrative
proceeding.

12. Further Statements

In addition to the complaint and the response, the Panel may request, in its
sole discretion, further statements or documents from either of the Parties.



13. In-Person Hearings

There shall be no in-person hearings (including hearings by teleconference,
videoconference, and web conference), unless the Panel determines, in its
sole discretion and as an exceptional matter, that such a hearing is
necessary for deciding the complaint.

14. Default

(a) In the event that a Party, in the absence of exceptional circumstances,
does not comply with any of the time periods established by these Rules or
the Panel, the Panel shall proceed to a decision on the camplaint.

(b) If a Party, in the absence of exceptional circumstances, does not comply
with any provision of, or requirement under, these Rules or any request from
the Panel, the Panel shall draw such inferences therefrom as it considers
appropriate.

15. Panel Decisions

(a) A Panel shall decide a complaint on the basis of the statements and
documents submitted and in accordance with the Policy, these Rules and
any rules and principles of law that it deems applicable.

(b) In the absence of exceptional circumstances, the Panel shall forward its
decision on the complaint to the Provider within fourteen (14) days of its
appointment pursuant to Paragraph 6.

(c) In the case of a three-member Panel, the Panel's decision shall be made
by a majority.

(d) The Panel's decision shall be in writing, provide the reasons on which it is
based, indicate the date on which it was rendered and identify the name(s) of
the Panelist(s).

(e) Panel decisions and dissenting opinions shall normally comply with the
guidelines as to length set forth in the Provider's Supplemental Rules. Any
dissenting opinion shall accompany the majority decision. If the Panel
concludes that the dispute is not within the scope of Paragraph 4(a) of the
Palicy, it shall so state, If after considering the submissions the Panel finds
that the complaint was brought in bad faith, for example in an attempt at
Reverse Domain Name Hijacking or was brought primarily to harass the
domain-name holder, the Panel shall declare in its decision that the
complaint was brought in bad faith and constitutes an abuse of the
administrative proceeding.




16. Communication of Decision to Parties

(a) Within three (3) calendar days after receiving the decision from the Panel,
the Provider shall communicate the full text of the decision to each Party, the
concerned Registrar(s), and ICANN. The concerned Registrar(s) shall
immediately communicate to each Party, the Provider, and ICANN the date
for the implementation of the decision in accordance with the Policy.

(b) Except if the Panel determines otherwise (see Paragraph 4(j) of the
Policy), the Provider shall publish the full decision and the date of its
implementation on a publicly accessible web site. In any event, the portion of
any decision determining a complaint to have been brought in bad faith (see
Paragraph 15(e) of these Rules) shall be published.

17. Settlement or Other Grounds for Termination

(a) If, before the Panel's decision, the Parties agree on a settlement, the
Panel shall terminate the administrative proceeding.

(b) If, before the Panel's decision is made, it becomes unnecessary or
impossible to continue the administrative proceeding for any reason, the
Panel shall terminate the administrative proceeding, unless a Party raises
justifiable grounds for objection within a period of time to be determined by
the Panel.

18. Effect of Court Proceedings

(a) In the event of any legal proceedings initiated prior to or during an
administrative proceeding in respect of a domain-name dispute that is the
subject of the complaint, the Panel shall have the discretion to decide
whether to suspend or terminate the administrative proceeding, or to proceed
to a decision.

(b) In the event that a Party initiates any legal proceedings during the
pendency of an administrative proceeding in respect of a domain-name
dispute that is the subject of the complaint, it shall promptly notify the Panel
and the Provider. See Paragraph 8 above.

19. Fees

(a) The Complainant shall pay to the Provider an initial fixed fee, in
accordance with the Provider's Supplemental Rules, within the time and in
the amount required. A Respondent electing under Paragraph 5(b)(iv) to
have the dispute decided by a three-member Panel, rather than the single-
member Panel elecled by the Complainant, shall pay the Provider one-half
the fixed fee for a three-member Panel. See Paragraph 5(c). In all other




cases, the Complainant shall bear all of the Provider's fees, except as
prescribed under Paragraph 19(d). Upon appointment of the Panel, the
Provider shall refund the appropriate portion, if any, of the initial fee to the
Complainant, as specified in the Provider's Supplemental Rules.

(b) No action shall be taken by the Provider on a complaint until it has
received from Complainant the initial fee in accordance with Paragraph

19(a).

(c) If the Provider has not received the fee within ten (10) calendar days of
receiving the complaint, the complaint shall be deemed withdrawn and the
administrative proceeding terminated.

{d) In exceptional circumstances, for example in the event an in-person
hearing is held, the Provider shall request the Parties for the payment of
additional fees, which shall be established in agreement with the Parties and
the Panel.

20. Exclusion of Liability

Except in the case of deliberate wrongdoing, neither the Provider nor a
Panelist shall be liable to a Party for any act or omission in connection with
any administrative proceeding under these Rules.

21. Amendments

The version of these Rules in effect at the time of the submission of the
complaint to the Provider shall apply to the administrative proceeding
commenced thereby, These Rules may not be amended without the express
written approval of ICANN.

Comments concerning the layout, construction and functionality of this site

should be sent to waebmaster@icann.org.
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WIPO provisional draft amendments to the WIPO Supplemental
Rules for eUDRP (December 30, 2008)

(Explained at: www.wipo.int/amcfen/domains/resourcesficann/index.html)

World Intellectual Property Organization Supplemental Rules for
Uniform Domain Name Dispute Resolution Policy

(the WIPO "Supplemental Rules")
{In effect as of [December 1, 1999])

1. Scope
2. Definitions

3. Communications

4. Submission of Complaint

5. Formalities Compliance Review
6. Appointment of Case Administrator

7 Submission of Response

8¥. Panelist cintment Procedures
98. Declaration

108. Fees

110. Word Limits

124. Amendments
132. Exclusi f Liabili

1. Scope

(a) Relationship to Rules. These Supplemental Rules are to be read and used in connection with the Rules
for Unifarm Domain Mame Dispute Resolution Policy, approved by the Internet Corporation for Assigned
Mames and Mumbers {(ICANN) on [October 24, 1938] (the "Rules").

(b) Version of Supplemental Rules. The version of these Supplemental Rules as in effect on the date of
the submission of the complaint shall apply to the administrative proceeding commenced theraby,

2. Definitions

Any term defined in the Rules shall have the same meaning in these Supplemental Rules



3. Communications

(a) Modalities. Subject-ie-Paragraphs-3(b)-and-5(b}-of the-RulessExcept where otherwise agreed
beforshand with or required by the Center. any submission that may or is required to be made to the Center

or to an Administrative Panel pursuant o these Rules, shallmay be made: by electronic mail {e-mail) using
h r ified by the Center.

by ielecapy-ar-faesimile-transmission, with-a confirmation-ol ransmission;

(i} by slectronic-mail {o-mail) using the-addrass-specified-by-the Center-or

(b} E-Mail Address. For the purposes of any g-mail communications by-elestrerie-maik-to the Center,
including those required under Paragraphs 3{b) and 5(b) of the Rules, the following address should be used:
domain.disputes@wipo.int.

yit-Shal besubmiltedn-four {4

(cd) Archive. The Center shall maintain an archive of all communications received or required to be made
under the Rules.

(d) Written notice. The requirement for wrilten notice under Paragraph 2(a){i) of the Rules shall be satisfied
by the Center sending notification to the Respondent that a complaint has been filed against the

Respondent, that the complaint (including any annex Center o the Respondent in

electronic form to the e-mail addresses specified under Paragraph 2(a)(ii) of the Rules, and in accordance
with Paragraph 2{a(iii) of the Rules to any e-mail address that may have been provided to the Center

thereunder,

4. Submission of Complaint

(2) Complaint Transmittal Coversheet. In accordance with Paragraph 3(b)(xil) of the Rules, the
Complainant shall be required to serd-er-transmit its complaint under cover of the Complaint Transmittal
Coversheet set out in Annex A hereto and posted on the Center's web site. Where available, the
Complainant shall use the version that is in the same language(s) as the registration agreement(s} for the
domain name(s) that isfare the subject of the complaint.

(b) Registrar Notification. The Complainant shall provide a copy of the complaint in_electronic form to the
concerned Registrar(s) at the same time as it submits its complaint o the Center.

re-Gemplaint-Metification Instructions in
farward the mwumﬂammwmwmwﬁwﬂm B-ha;&a-and—pestad
e En e s welhin i

le ili rdance with Paragraph 3ib) of the Rules, ex as
or required by the Center the complaint shall gguhmungg in electronic form including any annexes. and
shall comply with the Center’s Filing Guidelines sel out in Annex B hereto and posted on the Center’s
website,

5. Formalities Compliance Review



(a) Deficiency Notification. The Center shall, within five {5) calendar days of receiving the complaint,
review the complaint for compliance with the formal requirements of the Policy, Rules and Supplemental
Rules and notify the Complainant and Respondent of any deficiencies therein,

(b) Withdrawal. If the Complainant fails to remedy any deficiencies identified by the Center within the time
period provided for in Paragraph 4 of the Rules (i.e., five (5) calendar days), the Center shall notify the
Complainant, the Respondent and the concemed Registrar(s) of the deemed withdrawal of the complaint.

(c) Fee Refunds. Unless the Complainant confirms its intention to re-submit 3 complaint to the Center
following a deemed withdrawal, the Center shall refund the fee paid by the Complainant pursuant to
Paragraph 19 of the Rules, less a processing fee as sel forth in Annex D.

6. Appointment of Case Administrator

(a) Notification. The Center shall advise the Parties of the name and contact delails of a member of its staff
who shall be the Case Administrator and who shall be responsible for all administrative matters relating to
the dispute and communications to the Administrative Panel,

(b} Responsibilities. The Case Administrator may provide administrative assistance to the Administrative
Panel or a Panelist, but shall have no authority to decide malters of a substantive nature concerning the
disputa.

mis f Response

Electronic Filing. In accordance with Paragraph 5(b) of the Rules, exceot as otherwize agreed with or
required by the Center, the response shall be submitted in electronic form (including any annexes), and shall

comply with the Center's Filing Guidelines set out in Annex B hereto and posted on the Center's wabsite

&7. Panelist Appointment Procedures

{a) Party Candidates. Where a Party is required to submit the names of three (3) candidates for
cansideration for appeintment by the Center as a Panelist {i.e., in accordance with paragraphs 3(b)(iv),
5(b)(v) and &(d) of the Rules), that Party shall provide the names and contact details of its three candidates
in the order of its preference. In appointing a Panelist, the Center shall, subject to availability, respect the
order of preference indicated by a Party.

(b) Presiding Panelist

(i) The third Panelist appointed in accordance with Paragraph 8(2) of the Rules shall be the Presiding
Panelist.

(it) Where, under Paragraph 6(e) of the Rules, a Party fails to indicate its order of preference for the
Presiding Panelist to the Center, the Center shall nevertheless proceed to appoint the Presiding Panelist.

(iii} Motwithstanding the procedure provided for in Paragraph 6(e) of lhe Rules, the Parties may jointly agree
an the identity of the Prasiding Panelist, in which case they shall notify the Center in writing of such
agreement no later than five (5) calendar days after receiving the list of candidates provided for in Paragraph
fie).

{c) Respondent Default



Where the Respondent does not submit a response or does not submit the payment provided for in
Paragraph 3(c) of the Rules by the deadline specified by the Center, the Center shall proceed to appoint tha
Administrative Panel, as follows:

(i) If the Complainant has designated a single member Administrative Panel, the Center shall appoint the
Panelist from its published list;

(i} If the Cemplainant has designated a three member Administrative Panel, the Center shall, subject to
availability, appoint one Panelist from the names submitted by the Complainant and shall appoint the second
Panelist and the Presiding Panelist from its published list.

88. Declaration

In accordance with Paragraph 7 of the Rules, prior to appointment as a Panelist, a candidate shall be
required to submit to the Center a Declaration of Independence and Impartiality using the form set out in
Annex C hereto and posted on the Center's web site.

108, Fees

The applicable fees for the administrative procedure are specified in Annex D hereto and posted on the
Center's web site.

116. Word Limits
{a) The word limit under Paragraph 3{b)(ix) of the Rules shall be 5,000 words.
{b) The word limit under Paragraph 5{b)(i) of the Rules shall be 5,000 words,

(&) For the purposes of Paragraph 15(e) of the Rules, thera shall be no word limits.

124. Amendments

Subject to the Policy and Rules, the Center may amend these Supplemental Rules in its sole discretion.

132. Exclusion of Liability

Except in respect of deliberate wrongdoing, an Administrative Panel, the World Intellectual Property
Organization and the Center shall not be liable to a parly, a concemned registrar or ICANMN for any act or
omission in connection with the administrative proceeding.
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Comments in

Concerns Raised

Commentator Position WIPO Notes / Clarifications
Support Include Include
The WIPO eUDRP proposal, though
substantially so, is not entirely paperless per se.
Paer filina requirements It retains an important safety-valve to ensure
ha\F/)e beco?neq that respondents receive notice of dispute
increasingly burdensome commencement in hard copy, by fax, and by
National Arbitration costly, and unnecessary email. ltis only the“pleadmgsﬂand any annexes
Forum in this digital age. that ylvould become “paperless” and sent only by
Full Support email.
(Lz. 2|° gg'unn’sfglt)e met ;T‘ZL%OTQIF \c/\c/argl(r)n;s The attached WIPO Supplemental Rules were
9 statistics o)rlw accuracy of meant to complement the eUDRP proposal;
email communicatio:s they were not intended to act as a proposed
and party preference) “stand-alone” eUDRP by way of Supplemental
party p ' Rules. A draft of any such “standalone”
Supplemental Rules has not been provided to
ICANN at this time.
The WIPO proposal, similar to the existing
Leap of Faith UDRP Rules, maintains a safety-valve for notice
Financial Services Calls for broader UDRP of dispute commencement; this notice would be
. . . physically sent to the respondent at their postal
(G. Kirikos) reform including notice and fax addresses
’ Support in Notes general support of | safeguards. '
(1 of 2 comments principle the _prln0|pal motivation Like the existing UDRP Rules, the WIPO
> behind the proposal. Feels current UDRP C9 : .
submitted response timelines mav be proposal maintains a provider obligation to use
resp y all reasonably available means to achieve
inadequate. .
(2 of 2 comments notice.
submitted)

WIPO cannot confirm whether “90%+ of all
emails are spam.” (Though this may be
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Comments in

Concerns Raised

ommentator osition otes arifications
C tat Posit WIPO Notes / Clarificat
Support Include Include
speculative and anecdotal.)
There are pre-existing registrant obligations to
provide accurate up-to-date Whols information.
Dissatisfaction with Response due dates and
UDRP trends are outside the scope of the
current eUDRP proposal.
Internet.bs Corp Supports the eUDRP (This commentator is an ICANN-accredited
M Rinéudo CEO) Full Support proposal as being fully in registrar.)
’ ’ line with modern times. 9 )
Does not appear to address fundamental
elements of the WIPO eUDRP proposal, but
Seems to be concerned rather to refer to first hearing date (which would
Unclear: that “Internet material” may | seem to be geared to a litigation rather than a
) seems t’o Seems to support be prone to theft and UDRP context).
V—L. aya Sree support in potential cost and time falsifications; sugggsts L
Nidadhavolu finciole efficiency qains that hard copy requirement | The WIPO proposal maintains a safety-valve for
P P y9 ’ be retained to “safe guard notice of dispute commencement by hard copy.
the interests of the World
Community.” (There do not appear to be any cases with this
individual acting as a representative for UDRP
cases filed with WIPO or the NAF.)
Nominet UK Full Support Notes cost reduction, Nominet's own practice seems to parallel the

(N. Wenban-Smith,

notes that owing to time

eUDRP-proposed safety-valve for hard copy
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Comments in

Concerns Raised

Commentator Position Support Include Include WIPO Notes / Clarifications
Senior Counsel) efficiency, Response notice of dispute commencement.
times are reduced.
This comment provides a link to an article at
Domainesinfo (in French) notes the existence of
Cecurity.com n/a the proposal, notes ICANN’s 30-day comment
(A. Foucher) period, and requests further information
(comment submitted in French — see unofficial
translation below).
ChamberSign . . . .
o Offers his commercial services of electronic
France, Autorité de e . X .
PP n/a certificates / security (comment submitted in
certification des CCl ey .
(S. Billon) French — see unofficial translation below).
Support in The WIPO proposal maintains a safety-valve for
prir?giple notice of dispute commencement by hard copy.

Blacknight Solutions

(M. Neylon)

(Notes some
email / spam
reservations.)

Supports views of George
Kirikos (calling for notice

safeguards).

Similar to the existing UDRP Rules, the WIPO
proposal maintains a provider obligation to use
all reasonably available means to achieve
notice.

DomainCocoon Inc.
(F. Michlick)

Opposes

Calls for registrant

safeguards (notice by post

The type of safeguard called for (protection from
Respondent default-based UDRP Decisions) is
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Comments in

Concerns Raised

Commentator Position Support Include Include WIPO Notes / Clarifications
and fax in the event / after | outside the scope of the eUDRP proposal.
no Response is received
by email). The suggested safeguard goes beyond the
UDRP Rules which require simultaneous notice.
The WIPO proposal maintains a safety-valve for
hard copy notice of dispute commencement.
Issues with Response due dates and UDRP
trends are outside the eUDRP proposal.
(Switzerland) Institut Sgﬂféi;secn?:lt’ t;rir:]i, and
Fédéral de la 9 ’ Seems to appreciate the nature of the proposed
Propriété Full Support Notes that party rights (hard copy.) safety-valve providing for hard copy
Intellectuelle ilb tected via th notice of dispute commencement.
(S. Gerber) will be protected via the
proposed safety-valve.
Supports a uniform
eUDRP / Rules change.
Endprses cost, tme, and The WIPO proposal, though substantially so, is
ICANN IPC environmental gains. . . )
(S. Metalitz, IPC Full Support not entirely paperless per se, rather it retains an
President) Notes given Whols important safety-valve for hard copy notice of

requirements for
accurate, up-to-date
registrant data,
Respondents will receive
notice of Complaints.

dispute commencement.
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Commentator

Position

Comments in
Support Include

Concerns Raised
Include

WIPO Notes / Clarifications

Verizon
(P. Flaherty for S.
Deutsch)

Full Support

Notes that party rights
will be protected via the
proposed safety-valve.

(Possible increased filings
owing to New gTLDs.)

Notes its previous e-filing with Nominet.

Calls also for UDRP cost reduction which is
outside the eUDRP proposal (although
consideration may be given to this particular
suggestion at an individual provider level
following implementation of the proposal).

CAC
(Z. Loebl)

Full Support

Suggests adding
language to address
authentication of filings at
a general level (Providers
adapting as relevant).

WIPO has considered the suggestion
concerning authentication of electronic
signatures and respectfully submits that the
existing signature requirement under Rules
para. 3(b)(xiv) and 5(b)(viii) would appear to
sufficiently address, in practical terms, any
requirement for signature on an electronically
submitted party pleading. (However, to respond
to this suggestion the revised WIPO proposal
provides for “signature (in electronic form)”.)
The authentication value of a signature whether
defined broadly or somewhat more specifically,
i.e., by reference electronic form would seem to
be comparable. It is notable in this respect that
the Directive 1999/93/E.C. definition would for
example appear to envisage the requirement for
such electronic signature being satisfied by little
more than the typing of a name at the end of a
document. In WIPO'’s view, the provision of
guidelines at the level of Supplemental Rules as
to e.g., modalities for the inclusion of an
authenticated electronic signature would be a
possibility, although in our view, not a necessity.
If ICANN'’s view was to be that the inclusion of a
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Comments in

Concerns Raised

Commentator Position WIPO Notes / Clarifications
Support Include Include
definition for “Electronic Signature” at the level
of the Rules were to be desirable, WIPO would
have no objection per se to the definition
proposed by the CAC in their submitted
comments, but would caution this should only
be on the clear basis that this not include any
requirement for a specific formula for the
process of provider “authentication” of same.
—;.()I;Ir?;fn;gnn-La Full Support W?;(gggfjggps:&ppcg; (This commentator is a frequent UDRP user.)
(J. Rhein)
(Notes that the safety-valve requiring written
INTA Full Support Supports a uniform notice of a dispute will produce a fair,
(C. DiGangi) eUDRP / Rules change. streamlined process that will better protect the
interests and rights of all parties.)
Endorses cost, time, and
environmental gains.
With increased efficiency in transmission times
The possibility for owing to electronic filings, Respondents will
GigaLaw Firm LLC Full Support electronic submissions have more timely notice of a dispute.

(D. Isenberg)

would result in reductions
in transmission time.

Notes that party rights
will be protected via the
proposed safety-valve.

(This commentator also supports the IPC and
INTA comments.)
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Comments in

Concerns Raised

Commentator Position WIPO Notes / Clarifications
Support Include Include
Endorses cost, time, and
environmental gains.
FairWinds Partners Full Support (CADNA, the Coalition Against Domain Name
(Y. Wojciechowski) Notes that party rights Abuse, Inc. is a FairWinds partner.)
will be protected via the
proposed safety-valve.
The WIPO proposal, like the existing UDRP
Rules, maintains a safety-valve for notice of
dispute commencement including by hard copy
and facsimile.
Would add a fax delivery
confirmation requirement; Email has proved to be a successful and
Internet Commerce Supports a uniform yvould require post be sen”t r.eliablelde!ive'ry not!flicaltion mecha?ism with
Association cUDRP / Rules change return receipt requested. figures ||r__1d|cat|nlgfl ut|!|ty |rr]1 some 96|/|o of WIPOf
(P. Corwin, Butera . where the notice safety- . . cases. rax notl ication as generatly proven tar
and Andrews: Qualified valve is present. Would advise against less rehablg, with an effective delivery rate of
’ Support language such as “to the some 11% in some 2008 — 2009 WIPO cases

Counsel, Internet
Commerce
Association)

Notes a PDP does not
seem to be required.

extent permitted by the
provider” and would omit
references to the
“Provider’s Supplemental
Rules.”

(in those cases, complaint notification was also
successful when sent by email). In this respect,
retention of notice of the dispute by fax is
principally by way of an abundance of caution.

Courier shipments tend in practice to be quicker
than postal service, and courier service is
equivalent to post with “return receipt
requested.” This appears to be already
required in the current Rules para. 2(b)(i), and
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Comments in

Concerns Raised

Commentator Position WIPO Notes / Clarifications
Support Include Include

has not been changed in the eUDRP proposal.
Similarly, the current Rules para. 2(b)(i) provide
for “confirmation of [fax] transmission,” and has
not been changed in the eUDRP proposal.

GoDaddy.com Qualified Endorses cost, time, and | Calls for registrant The WIPO. prqposal, like the existing U.DRP

. . ; Rules, maintains a safety-valve for notice of

(T. Ruiz) Support environmental gains. safeguards. .
dispute commencement by hard copy.

SUWEBSOFT - n/a Seems to be a commercial solicitation

Support Web (comment submitted in Spanish — see unofficial

Software E.U.

translation below).
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Comments from: SUWEBSOFT - Support Web Software E.U.

[Actual text]
¢ Tiene Problemas...?

...Le Tenemos Soluciones !
Si no puede visualizar la informacion contenida en este correo haga clic aqui

Usted se encuentra registrado en nuestra base de datos de usuarios. Si no desea recibir mas este tipo de informacién envie un correo con el
asunto REMOVER a info@xxxxxxxxxxxxxx Este mensaje no puede ser consideradoSPAM, dado que nos identificamos claramente y
proponemos un sistema para la remosion de los envios. Equipo SUWEBSOFT - Support Web Software - suwebsoft.com

[Unofficial translation from Spanish to English provided by the WIPO Center]

You Have Problems?

... We Have Solutions For You !
If you can’t see the information in this email click here

You are registered in our user database. If you do not wish to receive further information of this kind send an email with the subject REMOVE to
info@xxxxxxxxxxxxxx . This message cannot be considered SPAM, as we clearly identify ourselves and propose a removal system of the emails
we send. SUBWEBSOFT Team - - Support Web Software - suwebsoft.com.
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Comments from: Cecurity.com (A. Foucher)

[Actual text]

Bonjour,

Je viens de lire cet article concernant la dématérialisation de I[7UDRP.

http://www.domainesinfo.fr/actualite/1952/dematerialisation-totale-de-l-udrp-appel-a-commentaires.php

Je recherche plus d?information sur ce sujet (avant de soumettre un commentaire éventuel).
Ou puis-je en trouver ?
Merci d?avance.

Cordialement,

[Unofficial translation from French to English provided by the WIPO Center]
Good Day,
| have just read this article regarding the UDRP going paperless.

http://www.domainesinfo.fr/actualite/1952/dematerialisation-totale-de-l-udrp-appel-a-commentaires.php

| am looking for more information on this (before posting an eventual comment).
Where can | find more information?
Thank you in advance.

Sincerely,
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Comments from: ChamberSign France, Autorité de certification des CCI (S. Billon)

[Actual text]
Madame, Monsieur,
Je représente ChamberSign France, Autorité de certification des Chambres de Commerce et d'Industrie.

Notre métier est de délivrer des certificats électroniques qui répondent a trois besoins croissants du monde professionnel:

1) Signature électronique a forte valeur juridique de documents ou de mails;
2) Sécurisation des accés en remplacement des login/mots de passe, pour garantir l'identité des utilisateurs et les responsabiliser;
3) Sécurisation des serveurs par certificat pour passer en mode SSL et arréter les messages d'alerte.

En tant que spécialiste de la dématérialisation, je me tiens a votre disposition, pour vous apporter mon expertise sur votre projet.

Cordialement,

[Unofficial translation from French to English provided by the WIPO Center]
Dear Sirs,
| represent ChamberSing France, Certification Authority for the Chambers of Commerce and Industry.

Our mission is to deliver electronic certificates that serve three increasing needs of the professional world:

1) Electronic signature with high legal value for documents or mails;
2) Data (access) security by replacing logins/passwords in order to guarantee the identity of users and make them more responsible;
3) Data security through certificates to switch to SSL mode and to stop alert messages.

As a specialist of dematerialization, | am willing to share my expertise with you for this project.

Sincerely,
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